Reverse Proxy Server

This section is for information purposes only.

For Streaming Viewer, the Client-side 3D HOOPS Viewer will need to communicate with the Server-
side Services using networking ports that are not typically open in customer firewalls. Reverse
Proxies allow network traffic to use standard HTTP connections (80, 443) for such information flow.

The following steps outlines the process of installing and configuring the Reverse Proxy for
Streaming 3D Viewer:

1. Install Application Request Routing (ARR) 3.0 from the following link: https://www.iis.net/downloads/microsoft/application-
request-routing .

Download ARR 3.0

® x86 installer / x64 installer

2. Install URL Rewrite 2.1 from the following link:

https://www.iis.net/downloads/microsoft/url-rewrite

Download URL Rewrite Module 2.1

e English: x86 installer / x64 installer

3. After installation is complete, open IIS from Windows browser. A new module appears in IS Manager.
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4.0n IS, click Application Request Routing Cache.
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5. From the Actions column, click Server Proxy Settings.

Q;! Application Request Routing Cache

Use this feature to view runtime statistics for Application Request Routing. Use the Actions to configure disk cache settings and manage cached content.

Drive I.ocali(;n Priority Health Status Maximum Size (GB) Utilization (%)

6. Select Enable Proxy checkbox.
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0‘;! Application Request Routing

Use this feature to configure proxy settings for Application Request Routing.

Enable proxy
Proxy Setting

HTTP version:

Pass through v

Keep alive

7. Click Apply.
Next step is to Configure URL Rewrites rules. This can be done in two ways:

e Option 1: Configure URL Rewrite rules using IS
e Option 2: Configure URL Rewrite rules using web.config file.

Option 1: Configure URL Rewrite rules using IIS:
The following two rules must be set up in URL Rewrite:
Entry point with link to Hoops Server

Web Socket connections

8. From Actions column, click Add Rules.

Q'SI URL Rewrite

Provides rewriting capabilities based on rules for the requested URL address and the content of an HTTP response.

Inbound rules that are applied to the requested URL address:

Name Input Match Pattern Action Type

9. Click Blank Rule.
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Add Rule(s)

Select a rule template:

Inbound rules

I = Blank rule
I Request blocking
Inbound and Outbound Rules
[z User-friendly URL
Qutbound rules
4 Blank rule
Search Engine Optimization (SEQ)

@ Enforce lowercase URLs

|4 Rule with rewrite map

Select this template to create a new inbound rule without any preset values. This template opens the "Edit Rule" page that
you can use to define a new rewrite rule for changing the requested URL address,

10. Add the following details to the rule:

o Name: Hoops_server
o Pattern: hoops_server/?(.*)

« Rewrite URL: http://localhost:{R:1}
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e;- Edit Inbound Rule

Name:

Hoops_server

Match URL

Requested URL:
Matches the Pattern

Pattern:

l hoops_server/?(.*)

Ignore case

Conditions

Server Variables

Action

Action type:

Rewrite v

Action Properties
Rewrite URL:

Using:

Regular Expressions

Test pattern...

[ht.t.p ://localhost:{R:1}

Append query string

Stop processing of subsequent rules

11. Click Apply.

12. Add another Blank Rule with the following details:

¢ Name: Web Socket Reverse
o Pattern: ws(.*)hoops_server/?(.*)
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« Rewrite URL: ws://localhost:{R:2}

irp Edit Inbound Rule

Mame:
Web Socket Reverse
Match URL
Eequested LRL: Using:
w Regular Expressions

Matches the Pattemn

Pattern:
Test pattern...

ws(."Jhoops_server/T(.")

F1 Ignore case

Condtions

Server Variables

Action
Action type:
Rewnte w

Action Properties
Rewrte URL:

] Append guery string

B4 step processing of subsequent rules

Option 2: Configure URL Rewrite rules using web.config file:

Soote fo r o trqovator code tree: “C:\Aras\InnovatorServer\innovator\web.config file”.

13. Openwe"™ 7~
14.Inthe < system.webserver > tag, add the following code as shown in the screenshot below:
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<system.webServer>
<rewrite>

<rules>
<rule name="Web Socket Reverse" enabled="true" stopProcessing="true">
<match url="ws(.*)hoops_ server/?(.*)" />
<action type="Rewrite" url="ws://localhost:{R:2}" />
</rule>
<rule name="hoops_server" enabled="true" stopProcessing="true">
<match url="hoops_server/?{.*}" />
<action type="Rewrite" url="http://localhost:{R:1}" />
</rule>
</rules>
</rewrite>
</system.webServer>

e Hoops_server in match url can be different and this will be accounted as “Hoops Server Url”".
e Action url should point to Instance of the Hoops Server.

Next step is to adjust HOOPS_ServerUrl.

15. In the Aras Innovator Instance, from the Table of Contents, expand Administration and select Variables.
16. Click Search Variables.

& X Variables ¢

{:‘x Create New Variable

Q Search Variables

| 4 Quick Search

17. Click Search and select HOOPS_ServerUrl. The HOOPS_ServerURL form appears.
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X HOOPS_ServerUrl v¢ =2

¢ Edit [N GRERE R o

~  Variahle

Name HOOPS_Serverlrd
Value hitp:iflocalhost

Default Value http:fflocalhost

Change HOOPS_ServerUrl to point to Hoops Server through configured proxy.

18. Click Edit.

19. In the Value field, add http://localhost/InnovatorServer/hoops_server/11182

where,

o Localhost — IP Address of the machine
o InnovatorServer- Innovator instance of the user
o 11182- Hoops Server port number
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X HOOPS_ServerUrl 7 [

e - -] o o |

~  Variable

Name HOOPS_ServerUr

Value http:/MlocalhostiinnovatorServerhoo)

Default Value hitp:/flocalhost

20. Click Done to save the changes.
21. Go to “HOOPS Server\server\node\Config.js”.
22. For publicHostname parameter, make the following change:

publicHostname: “localhost/Your innovator instance/hoops_server”,

ﬁublicHostnam&: "localhost/InnovatorServer/hoops server”,

23. Go to "HOOPS S~~~ " Hde\lib\SpawnerExtension.js”.
24. For getEndpoint( req, res )method,

Change:
"endpoint™:"${Utils_1.getWsProtocol(this.extConfig.ssIEnableScServer)}.//${hostname}.${this.extConfig.spaw

To:

"endpoint":"${Utils_1.getWsProtocol(this.extConfig.sslEnableScServer)}.//${hostname}/${this.extConfig.spaw

getEndpoint (reg, res) {
const hostname = Utils l.getPublicHostname (this.extConfig.publicHostname, this.extConfig.ipVersion);
const json = {
| "ﬂndpoint": "${Utils_1.getWsProtocol (this.extConfig.sslEnableScServer)}://s{hostname}/${this.extConfig.spawnServerPort}/",

}i

Utils_l.sendJsonResponse(req, res, 200, json);
}

}

exports.SpawnerExtension = SpawnerExtension;

//# sourceMappingURL=SpawnerExtension.js.map
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