Reference Diagrams
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Aras Innovator Server for the
URL of the Authorization
SErver.

The Authorization server has
Windows authentication enabled.
The Aras web client authenticates
the user using Windows
authentication and asks the
Windows authentication plugin for
access token.

The Authorization server issues a
user access token signed by its

private key.

The Aras web client uses a received
access token in requests to server
applications. Server applications
validate the access token using the
public key of the Authorization
server.
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The Vault server proxies access
token to Innovator server and may
ask the Authorization server to re-
issue the token in case it's expired in
transit.

Client OAuth Authentication Sequence, Web Server Mode
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