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Aras DevOps Overview
<a name="_Toc144298976"></a>0verview

Aras DevOps is a subscription service that provides a cloud-based set of tools, scripts, and
processes to manage Aras Innovator customizations for an Aras Innovator implementation project.

Aras DevOps is inherently part of the Aras Enterprise subscription (SaaS) but can also be purchased
separately as an Aras DevOps subscription to support customer-hosted Aras Innovator
environments.
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Centralized Development Model vs. Distributed Development Model (Aras DevOps)

In the Centralized Development Model, developers collaborate and implement changes within shared
installations of Aras Innovator, such as development, testing, and production instances. Developers
export and import Packages between the deployments and keep track of changes.

Centralized Development Model
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Aras DevOps enables developers to build and deploy an individual instance of Aras Innovator with a
Distributed Development Model. The system is modified using Git (a Version Control System), which
allows changes to be exported and stored.

Modifications are extracted from Git to build the system. Aras DevOps is equipped to execute
automated tests written by the development team and specifically designed for the Aras Test
Automation Framework (TAF) to verify the system's validity.

Multiple developers can contribute to the system, and Aras DevOps enables developers to identify
conflicts and merge all their contributions into a single Build. This enables early detection and
resolution of conflicts, improving collaboration and development efficiency.
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The link to the production environment is not included for On-Premises customers who purchased Aras DevOps as a stand-

alone service. This link is included for Aras Enterprise subscription customers.
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Customization

System customization consists of configurations per customer usability. The following outlines the
general contributor configurations/customizations:

o Workflow

e Reporting

e Interfacing

o Configuring lifecycles and other preferences
e Enhancing

e Forms

Contributors must set up a Local Development Environment (LDE) for local project configuration and
access to the Standard Development Environment (SDE) for contributions.

©2026 Aras Corporation All Copyrights Reserved % 11
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Standard Development Environment (SDE)

SDE Overview

Aras DevOps includes the Standard Development Environment (SDE), enabling contributors to
streamline their customized Aras solution in a cloud environment. It consists of the SIT and Build
environment, as outlined in this section.

SDE consists of tools and procedures that support contributors in implementing standard Continuous
Integration/Continuous Deployment (CI/CD) practices. This environment is designed to streamline
software development by facilitating efficient collaboration, version control, code testing, and
seamless deployment.

The following tools are provided by Aras:

¢ Aras Visual Studio Plugin: Allows seamless integration between Aras and Visual Studio.
o Import/Export: Tools that facilitate the easy movement of data in and out of the system.
+ Test Automation Framework (TAF): Helps validate the system's functionality.

To supplement these resources, the SDE uses Azure DevOps services, which provide a development
environment where contributors can commit their changes, build the applications, and test the Aras
customizations. This ensures a standardized, repeatable process, reducing the risk of deployment
errors.

The SDE incorporates Aras Pipelines, which are workflows that automate steps in the software
delivery process, such as build, test, and deployment. By integrating these different components, the
SDE provides a comprehensive suite of tools for managing the entire software development lifecycle.

Stardard
Tools snd
Software
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Once access is granted by Aras, a link to the SDE implementation project is emailed to the requester
(e.g., https://dev.azure.com/{organization}/{project}). This link navigates to the dedicated space within
Aras DevOps. All developers should have access to this link.

The Azure DevOps environment is only available to customers who have acquired either the Aras
DevOps Subscription or the Aras Enterprise Subscription.

The Local Development Environment configuration includes developer machine requirements, which
include creating a Fork, Baseline setup, Aras Repository Clone, and environment setup.

Refer to the appendices at the end of this user guide for instructions related to the tools Aras
suggests.

©2026 Aras Corporation All Copyrights Reserved % 13
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Azure DevOps SignOn
The following steps outline the process of signing into Azure DevOps:

1. Click the https://dev.azure.com/{organization}/{project} link.

2. Enter the registered email address used for access.

3. Install the Microsoft Authenticator application on a mobile device.
4. Click Next on the Microsoft Authenticator dialog box.

KE‘E‘F} your account secure

WA TR g B0 81 i e 1 g vmethuik of prreing e you o

R [
0 Start by getting the app
s . ekl o Mol A RN o
ANt you resLsl the MEcessR ALLheSBEr Bp o pour Savics, ¢}

5. Open the Microsoft Authenticator application on the mobile device and click the + icon.
6. Select the account and scan the QR code on the computer.
7. Click Next.

Microsoft Authenticator

£5asm Scan the QR code
#0F o
"'q_ Use the Micresoft Authenticatar app to scan the QR
k. code, This will connect the Microsoft Authentcatar
o app with your accaunt

Can't scan m.'-.:u:h‘
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SDE Navigation

The URL to the SDE environment is accessible only after the invitation process, which requires
setting up multi-factor authentication, is completed.

When connecting to the SDE URL, the following screens appear:

+ Azure DevOps landing page: The visible implementation project represents where the project
team customizes Aras Innovator for subscribers.

) Arars DevOps

. S V) ArasSDETraining

drw P Progect Wy ek lors By puillsogeniby

n Aran i Training - PLM- Implermentation

e Azure DevOps Structure: Displays required information.

Azure DevOps Structure

« Overview — dashboards (scrum Masters)

» Boards — backlog, gueries, etc. A e
. [ - i i
« Repos — team vs. Individual e
« Pipelines — Continuousintegration, L _
DeployToSIT, elc. W e
« Test Plans — Test Plans, Runs ; 'm.
+ Artifacts — Baselines, Feeds i
+
A
e

o Dashboards: Scrum masters use these to track project progress for team members’ Views. A
link is provided for traceability between change management and implementation.

©2026 Aras Corporation All Copyrights Reserved % 15
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Azure DevOps Overview — Dashboards

Cusiomizabla, highly configurable dashboards provide you and your teams with the fllaxibility bo share
information, monitor progress and trends, and improve your workflow processes
m P
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* Analytics Views and Wiki Page: The team project Wiki is a platform for sharing information
with other team members. Provisioning a Wiki from scratch initiates a new Git Repository that
stores Markdown files, images, attachments, and a sequence of pages. The Wiki can support
collaborative editing of both its content and structure. Aras uses Wiki to share the URLs of SIT

test instances.
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Azure DevOps Overview — Analytics views & Wiki
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* Work Items: These Items are required for approved changes. This may encompass other tasks
necessitated by the project or the tracking of requests made to Aras.
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Azure DevOps Boards — Work Items

= Work iteem typas (WITs) represant the core of tha Azure Dew0ps tracking systam and can be & bug, & requiremant, & gananal
Lagta il

= Each work itam has a unique ID 1o keep track of ils referencas from ts creaiion 1o its implementation as a piece of
executable softwans
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* Work Item Structure: Azure DevOps manages the process according to the definition set by
Aras Global Cloud Services (GCS). GCS continually updates the process to address subscriber
input and feedback. The current Agile Solution Delivery version is 4.1.

Azure DevOps Boards — Agile Process Model

= Supports Agile planning methods, inchuding Scrum, and tracks development and test activities separalely, This prooess works
gruat if you want o track user siories and {optionally) bugs on the Kanban boand, or track bugs and tasks on tha skboard. The
process type is based on Agile Solution Delbvery v3, and this dictate the WITs used &
« Himrarchy
+ Epics
+ Faxunis
- Slofed Liser Siony snd Enabiir Saory. with Acceptancs Critania

+ Amas: Furcional. capsbility attachedimsigned
o I

- Sphints (aticrs ) Ussd for refinesaent Sgroaming Partfoho backlog
« Sel definiions of Ready and Dane
Bagcie
+ Epics ond features refiact the business locus, - Confgunbie
user slaries and tasks ane related o e dB\'I‘.'h‘FII'I‘"EﬂL -
= Exampla: I
+ drea: Gartfcation = Task i Tank
» Epi: Ohaege Maragamand
+ Fusiure: Dusign Regusst Managerant lnsue & bug
+ User Story: fudd Design Request tracking (o

AL P

BEABAE

+ Boards: The Boards can track various Work Items, including features, user stories, tasks,
bugs, etc. They support both Scrum and Kanban methodologies. Additionally, the Boards
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include capabilities for planning Sprint, managing Backlogs, and generating reports on work
progress.

Azure DevOps Boards — Agile Process Model

« Supports Agile planning methods, incdluding Scrum, and tracks development and best activities separalely. This process works
gresat if you wank 1o track user stories and (optonally) bugs on the Kanban board, or track bugs and tasks on the taskboand. The
process lype is based on Agile Solution Delivery v3, and this dictate the WiTs used.

T

+ Higrarchy &

+ Epics -

» Fasalures :

+ Sioniess: Lisar Siory and Erabler Story, with Acoepiance Crileria &

« Amas Funcsonal, capatiitg aftachedassiyred =

b AT

+ Springs (Mamlons]; Used for ralirsman igrooming Portfoko backdog

= Gint definitions of Ready and Dona
Bl
« Epacs and lealures reflect the business locus, 3 Comfagarabie
user stories and @sks ame refated (o the development -

= Example: H

+ Anan: Cartfication — Task S Task

+ Epie: Changs Maragament
+ Fasature: Dusign Request Managesmant

v & bug
+ Usor Story: Add Dessign Fquest

tracking

+ Backlogs: Backlogs in Azure DevOps are used to manage and prioritize Work Items in a
gueue. They provide an ordered list of Work Items, such as user stories, features, or bugs that
the team needs to work on.

Azure DevOps Boards — Backlogs

» Backiogs display work Bams as a list and boards display tham as cands. 'Wish kst backlogs, you can quickdy develop your project plan, group and
priontize work, and maks bulk updabes on selecied work Homs.
+ There are heee classes of backiogs
Prorifiolo backiops ypeoally W heph-aire bealunes, sOONHod, Of aPas Ty Tiep you HQrn v Drodu! Dackiog ima o hesaohy of e
- Tha prodect backiog contsne & pricriines s of sesr siorss, delwsrabies, or works you phen ic bulld or
= Bpaind baoklogs OO jus Dhise A6ms Tl Sach e i working On duning & SohasUled Sprnt of lenton [orod

B ——
-

=

¢ Sprints: Sprints in Azure DevOps represent time-boxed iterations where a set amount of work
is completed.
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Azure DevOps Boards — Sprints

= Sprints, specified by leration Paths, are defined for a project and then selected by teams. A sprnt cadence can vary
betwean one week to four weeks or longer.
+ You assign work b sprinks thal leams commil ko dalieer al the énd ol the sprinl
+ fgure Boards tools raly on sprint assignments 1o a tsam Sprint backlogs, Taskboard, and Dedivery plans.
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¢ Queries: Queries enable users to filter Work Items within or across projects for listing,
updating, or sharing Work Items.

Azure DevOps Boards — Queries

= Ouaries anable you to filtar work ibems within or across I:Irﬂl'EG‘IE n
for the purposes of listing, updating, or Sharing work items, Eimi ]

i _ = : S
= : n'

+ Repos: There is only one main configuration Repo per project for the Standard Development
Environment. Notice the orange and white backgrounds of the Git logo. The white background
repositories are Forks.

©2026 Aras Corporation All Copyrights Reserved % 19



Aras DevOps
Release 1.12

Azure DevOps Repos — Repos

» Azure Repcs is & sef of veersion comirol tocds that you can use o mansge your cods

+ Baficrn wa sbarl the ceraslopmant of implemsedation, based on Inncovator varion requied, an Azune DevOos mposiions (CRT) will ba created by GCS
ard access will be geven o cusiomes project team
« This Azum DavOps Rapa will b Biasad on CRT, and all cusiomizations and configurations should ba commitiad i Wik Azua DevOps reposilony,
+ Building cusiom packages and deployments will happen from this repositany o
P d— |

—_— - I |
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B e L Fies e

e
R —— F'EJI'HFJ rmmnghid
[ il
AR : Branches

+ Files, Commits, and Pushes: In Azure DevOps, Files are the individual project components,
Commits are snapshots of changes made to those files, and Pushes are the action of
uploading these Commits to a Remote Repository for team access and collaboration.

Azure DevOps Repos — Files, Commits & Pushes
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* Branches, Tags, and Pull Request: In Azure DevOps, Branches are separate versions of the
codebase for isolated development, Tags are reference points to specific versions of the code,

and a Pull request is a mechanism for developers to propose, review, and merge changes
from one Branch to another.
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Azure DevOps Repos — Branches, Tags & Pull Requests
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* Pipelines:Pipelines in Azure DevOps are automated workflows for Continuous Integration and
Delivery, enabling code build, test, and deployment processes.

Azure DevOps Pipelines — Pipelines

» fAgure Pipelines automatically builds and tests code projects 1o make them available 1o ofbers

= Azura Pipalines combines continuous Intagration (C1) and continuous. delivery {CD) to test and bulld your code and shap it 1o
any target [SIT, and other environments).

» These pipelines are configured for your reposilory based on the subscription model

= Cl Pipeline will be triggered automatically; Cther pipelines can be triggered manually &s and when needed
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* Test Plans:Test Plans in Azure DevOps provide a structured approach for defining, tracking,
and managing testing activities to ensure software quality.
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Azure DevOps Test Plans — Test Plans

= Azure Test Plans is an easy-to-use, browser-based test management solution that provides all the capabiities required for
planned manual testing, user acceptance testing, exploratory testing, and gathering feedback from stakeholders

« This is an addition 1o the standard Saas environmend (additional cost)
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e Progress Reports and Runs: Progress Reports in Azure DevOps provide insights into the

development lifecycle and project milestones, while Runs represent individual executions of
tests, builds, or deployments.

Azure DevOps Test Plans — Progress Report & Runs
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+ Baselines and Artifacts: Baselines in Azure DevOps represent specific versions of the

project for comparison or recovery, while Artifacts are the output files generated from build and
release Pipelines.
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Azure DevOps Artifacts — Baselines & Artifacts

= With Azure Arfifacts, you can creabe and share NuGet and
npm packages from private and public sources with beams in
Agzure DevOps. These packages can be used in source
code and can be made available to the CICD pipelines
'With Azure Arfifacts. you can creabe multiphe Teeds that you
can use o organize and control access to the packages. A= ]

Feads
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Local Development Environment (LDE)

A Local Development Environment (LDE) is a software and tools configuration on a developer's
computer that enables developers to write, debug, and test software. This environment often mimics
the production setting as closely as possible, encompassing programming languages, code editors,
Version Control Systems, and possibly virtual machines or containers. The LDE allows developers to
make and test changes without affecting the live application or production data.

Depending on company policies, an IT department may need to perform the below steps for users.
For more details, refer to the Setting Up Local Development Environment Appendix.

©2026 Aras Corporation All Copyrights Reserved
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Connecting LDE to SDE
When working in the LDE, open Windows PowerShell as an administrator to connect to SDE.
The following steps outline the process for connecting to an SDE:

1. Run Windows PowerShell as an administrator.

Windosws PovecrShal

Apir

W Windows Secunty

o ‘Windows Fax and Scan

2. Run the command: az login

If tenant-level access is missing, run the command:
az login --allow-no-subscriptions
The Microsoft Azure dialogue box appears.

Microsoft Azure

BY Micrasoft

Pick an account
f ——
e
L= fund 1l Lo W o e

+ Uise amother acooant

3. Select the Microsoft Azure account to launch Azure. The following message should appear:

You have logged imte Micreiolt Arure!

You can close this wandow, or we will redwect vou 10 the Anuge CLI documents in 10 seconds

Using az login might not consistently grant access to the specific SDE. If the az login does not work,
using the Personal Access Token (PAT) method is recommended.
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The current Baseline can be obtained and stored with the LDE successfully linked to the SDE.
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Obtaining Initial Baseline

Aras uses a Baseline as a database and Code Tree backup. When the project starts, Aras initializes
the SDE with the current release of Aras Innovator and provides the corresponding Baseline in the

Baseline feeds in the Artifacts.

Projects periodically generate new Baselines, which may be created at the start of a project to add
applications and language packs.

The following steps outline the process to obtain the initial Baseline:

1. Create a folder to save the Baseline in the local machine. For example,

C:\ArasProjects\Baselines\Cleaninnovatorxxspyy.

2. From Azure DevOps, select Artifacts.

2 Arast0ETrsining-PLM-.. 4

ﬂ Overview

| B summary
B Dashboards

0 wiki
& soards
ﬂ Repos
o Foeines
& restvans
g artitaces

3. Select Baselines from the drop-down menu.
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FLM-Baselines i

Active Feeds  Deleted Feeds
Project scoped feeds
123 reader

PLM-Arifacts

< FLM-Baselines

reagartromil

4. Select the available Baseline(s) for the Aras Innovator release.

lf_l Fioura OevOpa

n AraSDETRising FLM-.. P! Lhi s el ol e aodin e becally o sy and updane
B e
[ i
B e
(=]
f Pipdines
A Tk Mans E _‘" :._'_' -
P amtan )
= e
== R
=
=
II-—]| ara
= o
= R

Aras provides the CleaninnovatorxxSPyy Baseline for every new SDE. When selecting the
Baseline(s), the command line for downloading appears.
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L Gt Link

Gt this package with the Azure DevOps Extensian for Azure T

a7 artifscts unjverssl dosnloed b [n] 13047
--organization “hHitps: /ey, arers. o om/ArasSDETralnl 124053
ngston N . FITA0F 135410 AR
project “Era3had0-fle]- 4550 E2I0- hlabaT #5d62" | ! .
& Connect o Fesd  ihe --mtope project b

--femd “PLH-Ranalines™ %
nase “cleanimovator12spi?™ &
--wsraion “L.@.e® &
ath
B 1 This feed

bl 2 Ihic wiTson
Foeamingds

Description

£l el e Inncwator versan 12%817 BT In
et The toa nncw vereen 1350 ST sl users

5. Run Windows PowerShell as an administrator.

> ‘Windows PowsarShal

Fl  WinsCP

6. Run command: az login

EX Administrator Windows PowerShell

7. Run the command to access the newly created folder in step 1:

cd C:\ArasProjects\Baselines\Cleaninnovator14sp3

8. Copy the command from Azure DevOps to download the Baseline and run the command in
Windows PowerShell.
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Ovardlew L Gal Link

et this package with the Azure DevOps Extension for Agune CL

Hoed Vi uing VESeneoeL e 185,31 Hessiancsd
at etifacts alversal dowsloasd | Relii crias Waiemad 10001 170054
orgamdration "Ritps:/ /dev. arure, com/brasSN Tradal T 3 b
gl

project “BFEIaSS- @191 435502 - BlabaFalda s
T Connet 1o Feed " \

PLA-Bavelises™ Y

leaninnavator] Jspl?™
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EX admiristrabon Windioes PowerShel

The following files are visible in the newly created folder when the download is complete.

¥ This PC » Windows [T » AsProjecty » Baselnes » Cleanifmdvataridgps

| Coddelnen
DB baopa:

DB ek
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Create Fork and Clone Repository

Creating Forks

A Fork refers to creating a copy of a Repository within the same organization or project. Forking a
Repository generates a new copy of the original Repository, including all its code, Branches, and
Commit History.

The following steps outline the process to create Forks:

1. From Azure DevOps, select Repos.

] Azure DevOps

2 ArssDETrsining-PLM-...  +

B oeneen
W oos
B reeos
a  Fies

¥ Commits

& Pushes
¥ Branches
& Tags

3':3 Pull reguiests

2. Locate and click the Repository to Fork.

B st Frasing i o e PRI

— - e
&

AR, g Comdewb  =uor '
* ! g > -
B e

o

3. Click More actions and select Fork.
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1" development

cem [

AL -pachages urs 16, 2032 b

4. Select All branches and click Fork. The Repository name and Project is auto populated.
Change the Repository name if needed. Azure DevOps creates the Forked Repository and
redirects the user to its page once the process is complete. Users clone the Forked Repository
to the local machine for making changes and push them back to the Forked Repository.

Cloning Repo to Local Working Directory

When cloning the Repository, a complete copy of the project’'s codebase, Commit History, and
related files is created on a local machine.

The following steps outline the process of cloning a Repository to a local directory:

1. Select the Fork to be cloned in Azure DevOps from the Work drop-down menu.

I‘:l Azure Deviips & Work

B srssoemaining-pum-. + O work

< i Whigrie
B cvervien » @ AgenitService
Coapry e -
* AML-packages
E Boani B Worcarem samuiio
2. Click the Clone button.
¥ dinnlopmant 1 1
Fes S o
Conbents  Histary s
BgentSenace an 14, 202 bS] Clean 14.0.3
AMIL-packages un 16, 222 bS] Chagn 14.0.3
AmiDeplcimerd Saiipes in 16 2033 boE55E4] Chagn 1405

The Clone Repository dialog box appears with the Repository's clone URL.
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Clone Repository x

Command lins
s [ I |

Gaenerate Git Credential

L Clone in VS Code -~

3. Copy the clone URL (HTTPS or SSH). An example URL is
https://dev.azure.com/{organization}/{project}/git/{repository}. Use any Version Control Tools
required to clone the Repository.

4. In the Version Control Tool's interface, find the option to clone or create a new Repository.

5. Paste the clone URL copied from the Azure DevOps Project.

6. Browse to the destination directory to clone the Repository.

Optional: Depending on the tool used, additional configuration options are available during the
cloning process. These could include selecting Branches, specifying authentication credentials, or
choosing the desired clone depth.

7. Click the Clone button within the Version Control Tool.
8. When the cloning is completed, confirm the contents of the localRepo folder against the
contents of the Fork in Azure DevOps.

» This PC » Windows [C] ¥ AsasProgecis » peojed? » localRepo b | 4]
el it

o
wsoode

AgeniSarvice
AmiDaploymentSripis
AML-packages
Aulormatedrocedures

ConversionSenne

2322222

Docurrentation
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Review Working Directory

To continue with this section, you must ensure that the workstation (either a laptop or a virtual
machine) has been configured to operate within the LDE. For more details, see the Setting up Local
Development Environment Appendix.

The following steps outline the process to set up the working directory:

1. Open a Windows PowerShell session as administrator and navigate to the Repository. For
example, C:\ArasProjects\projectl\localRepo
2. To check the directory, execute the command: dir

EN Administrator: Windows PowerShell

3. Run the following script: repo-init.psl1

A few more files are added after the repo-init.ps1 script is run.
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EX Administrator Windows PowerShell
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Local Environment Variables Set Up

A local environment is now established and connected to the Standard SDE.

The build and deployment scripts running in the SDE possess local equivalents that require specific
details related to the given environment and the associated Git Branch. Property settings provide
these details.

The property values have the following precedence. Based on this precedence, they can be set or
overridden. The highest is evaluated last, as shown.

o Default.Settings.include: This file is located in ...\AutomatedProcedures\

¢ Machine.Settings.include: This file is located in C:\ or an alternate root directory.

o <ProjectPrefix>-<git-branch>.Settings.include: The project Prefix is set in
Default.Settings.include the Git Branch must match the Branch the user checks out.

The BuildAndDeploy.psl file is used to deploy Aras Innovator and the customization from the current
directory.

The following steps outline the process to run the BuildAndDeploy.ps1 script in a local environment:

1. Open Windows PowerShell as administrator and navigate to the working directory. For
example, C:\ArasProjects\projectl\localRepo
2. Run the command: .\BuildAndDeploy.ps1

When the BuildAndDeploy.ps1 script is run for the first time, it does several environment
verifications and creates the following file: C:\_machine_specific_includes\Machine.Settings.include

The Machine.Settings.include file contains a series of key/value pairs that are used by the build
process to build Aras Innovator on the local machine.
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The project prefix and a reference to the last Commit are used from an Include file in the following
Local Repository: C:\ArasProjects\projectl\localRepo\AutomatedProcedures\Default.Settings.include

The Default.Settings.include includes all the default properties required for a project.

When executing a script, a Variable is first loaded from Default.Settings.include. If the same Variable
is defined in the Machine.Setting.include, the value is overwritten. Finally, the value is overwritten if
the Variable is defined in a Branch-specific file.

3. Update the Machine.Settings.include file with the following:

Project-Specific Settings:

+ Path to baseline directory: For example, C:\ArasProjects\Baselines

+ Path.To.DB.Bak: File path to a “clean” copy of the Aras Innovator solutions database. For
example, C:\ArasProjects\project1l\Baselines\CleaninnovatorxxSPyy\DB.bak

o Path.To.CodeTree.Zip: Afile path to the CodeTree.zip archive containing the code tree of
the production Aras Innovator instance. For example,
C:\ArasProjects\projectl\Baselines\CleaninnovatorxxSPyy\CodeTree.zip

Machine-Specific Properties:

¢ Innovator.License.Type: This is typically Unlimited, Version, or Verified, depending on the key
being used for this project.

¢ Innovator.License.Company: The licensed company name.
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¢ Innovator.License.Key: A license key used for the installation can be obtained from
http://www.aras.com/support/LicenseKeyService/ .

¢ Innovator.Activation.Key: An activation key for features that have been licensed for this
project.

o MSSQL.Server: Name of the SQL Server instance (default is the local machine).

e MSSQL.SA.Password: The password for the sa (system administrator) login.

e MSSQL.Innovator.Password: Password for the Aras admin login (default is innovator).

+ Feature.License.Strings.List: This is an optional property. It is required only when the user
needs to set values for features such as TAF (Test Automation Framework) which is required as
part of CI/CD.
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Build and Deploy Locally

The cloned Repository on the local machine contains the actual definition of the customization
project. The next step is to deploy it on the local machine.

The following steps outline the process of building and deploying Aras Innovator locally:

1. Open a new session of Windows PowerShell as administrator and navigate to the working
directory. For example, C:\ArasProjects\projectl\localRepo
2. Run the command: .\BuildAndDeploy.ps1

If any errors occur, make corrections in the Machine.Settings.include file and execute the same
command again.

Once the process is complete, a new instance of Aras Innovator is deployed (the output from the
batch file will indicate the URL). A new database is created based on the values provided in the
settings file, and Aras Innovator is ready to run.

http://localhost/[MachineName]-[Prefix]-[branch]
SQL Server DB is restored:
[MachineName]-[Prefix]-[branch]
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3. Copy the URL and paste it into the browser.
4. Log in to Aras Innovator as an administrator with the following credentials:

Username: admin
Password: innovator

[T

T

r —
g!?ﬁﬁ)b’;ﬂ‘ﬂﬁ C—

At this point, contributors have a basic work environment set up and are ready to contribute as
members of a customization project team.

As mentioned earlier, a central focus of DevOps is to instill a culture and discipline to ensure proper
management of the solution development process and the transition of a well-managed solution
configuration into business-critical operations.

The following two sections introduce two essential aspects of the DevOps culture and lean agile
development in general.
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Partial Local Deployment

If you already have a deployed instance of Aras Innovator with data (see section 3.2.6 Build and
Deploy Locally), and you want to iteratively update it during development, you can perform a partial
deployment to speed up the process and avoid unnecessary steps.

By default,.\BuildAndDeploy.ps1 execution without any parameters will perform the following actions:

. Validate and install build machine prerequisites

. Remove installed Aras Innovator instance

. Install new Aras Innovator instance from baseline

. Build CustomSolutions.sin

. Build new deployment package with all kinds of customizations such as AML changes, Code
Tree changes, and Configuration transformation scripts

6. Deploy the package on top of the new Aras Innovator instance.

g b~ W N

As a result, each time the BuildAndDeploy.ps1 script is executed without parameters, a fresh
instance is deployed from scratch — even for minor changes like updating the login page image.

To accelerate development and avoid re-running unnecessary steps, you can use delta deployment

option parameters of BuildAndDeploy.ps1 for partial deployments.

Important

A full deployment must be executed at least once before using any delta deployment options. These options update only an
existing instance and will fail if no instance is found.

Important

If \BuildAndDeploy.ps1 with delta deployment options failed or you are not sure that update can be deployed on top of existing
Aras Innovator instance, please use .\BuildAndDeploy.ps1 without any parameters.

Deployment Option Parameters

-Updatelnstance
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Deploys all types of customizations (AML changes, CodeTree changes, and Configuration
transformation scripts) on top of the existing Aras Innovator instance without removing it.

BuildAndDeploy.psl -Updatelnstance
-UpdateAMLOnly

Deploys only AML customizations to the database of the existing Aras Innovator instance.

BuildAndDeploy.psl -UpdateAMLOnNly
-UpdateCodeTreeOnly

Deploys only the CodeTree customizations (e.g., server-side and client-side code changes) without
affecting AML or configuration files.

BuildAndDeploy.psl -UpdateCodeTreeOnly
-UpdateConfigurationOnly

Deploys only configuration transformation customizations (e.g., changes in config files in
TransformationsOfConfigFiles folder) on top of the existing instance.

BuildAndDeploy.psl -UpdateConfigurationOnly

Important

Deployment package that is built during local delta deployment is stored in AutomatedProceduresOutput/UpdatePackage. Do
not use this deployment package outside of the existing instance as far as it is partial deployment package and can't be reused
for other deployments. To determine what kind of customizations are in the update deployment package, you can look at
"Packagelnfo.md" from the package content.

Skip Prerequisite Installation

When running a full \BuildAndDeploy.ps1, the script validates and installs build machine
prerequisites and restores packages. This step is also executed by default when running delta
deployments, which can take time even if everything is already set up.
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If you are sure that the Aras.DevOps packages are already restored and prerequisites are installed,
you can skip this step using the -SkipPrerequisites parameter:

BuildAndDeploy.ps1 -SkipPrerequisites

Important

Do not skip prerequisites when updating to a new version of the Aras.DevOps packages. Run the full BuildAndDeploy.ps1
script first to ensure everything is validated and restored properly. After that, you may add -SkipPrerequisites to reduce
execution time for subsequent deployments.

Example: Fastest Way to Deploy Code Customization

If you have an already configured environment and an existing deployed instance, and you only want
to update the CodeTree (e.g., Ul or server code), use the following command for the fastest
deployment:

BuildAndDeploy.psl -UpdateCodeTreeOnly -SkipPrerequisites

This will apply CodeTree customizations directly to the existing instance without re-installing or
validating prerequisites.
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Continuous Integration and Continuous Delivery (CI/CD)

Aras DevOps is based on Continuous Integration (Cl) and Continuous Delivery (CD) practices.

Ced oy e
O—=0 @09

The above illustration shows the basic flow of the Cl and CD process of merging code changes from
multiple contributors to a single Repository.

¢ Code equals source code control. Source code control includes items such as AML Packages,
configuration files, and settings. It includes the Code Tree modification and the various libraries
that constitute the solution.

« Commits are means to manage changes that take solutions from one configuration to the next.

e The CI Pipeline supports Continuous Integration, where various contributors use Pull
requests (PRs) to submit their contributions to the integrated solution. The system
automatically builds and runs any available automated tests written by developers. If automated
tests fail, the PR will fail. The developer will need to fix their code to successfully submit their
PR. Reviewers check the work before accepting it.

¢ The resulting Artifacts with successful Pipelines are candidates for deployment to a System
Integration Testing (SIT) instance for manual testing.

Continuous Delivery is an approach where teams release quality products frequently and predictably
from a source code Repository to production in an automated fashion. Once code has been tested
and built as part of the CI process, Continuous Delivery takes over during the final stages to ensure it
can be deployed as packaged, with everything it needs to deploy to any environment at any time.

Continuous Delivery can cover everything from provisioning the infrastructure to deploying the
application to the testing or production environment.
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1. Important

When Aras DevOps is purchased separately (as opposed to within an Aras Enterprise
subscription), the customer independently hosts the UAT, staging, and production
environments on their own infrastructure. The creation of these Pipelines falls completely
outside the scope of Aras DevOps.
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Testing
Testing is an integral part of agile and lean methodology:

1. Continuous Improvement: Regular testing provides feedback that aids in constant product
refinement, catching bugs early, and improving quality.

2. Customer Satisfaction: Testing ensures the product meets customer requirements and
functions as expected, enhancing user experience.

3. Risk Mitigation: Testing identifies potential issues early, reducing the risk of major problems
and saving time and resources.

4. Collaboration: Testing fosters better communication and understanding between developers
and testers.

5. Rapid Delivery: Continuous testing supports Agile and Lean's emphasis on frequent,
incremental software delivery.

6. Built-In Quality: In Lean, quality is embedded in the development process, so every piece of
code is tested as it's developed.

7. Adaptability: Testing ensures changes made during the project don't negatively impact the
system.

The Aras Test Automation Framework (TAF) is a framework for writing and executing automated tests
for the Aras Innovator Platform included within Aras DevOps. It is a set of APIs that abstracts the
complexity of the underlying testing frameworks used: Selenium, NUnit and TestRunner. TAF greatly
reduces the brittleness of automated tests as the underlying browser and application technologies
change. The goal of TAF is to absorb the changes made by, say, Google Chrome or Aras Innovator,
such that tests written on one version for a piece of functionality continue to work on the next version
of Aras Innovator for the same functionality.

TAF includes APIs for automated tests to cover the following:

e Web Ul (Selenium)
¢ Integration (AML)

To support the demand for Continuous Integration and Continuous Delivery (CI/CD), automated
testing increases an organization’s ability to thoroughly test new functionality and applications as fast
as they are developed. This framework is built to work with the Aras Innovator Platform to improve
the development process's speed, cost, and quality.
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TAF has a framework for writing web-functional and end-to-end tests that use the Aras Innovator
Web Client like an end-user.

The following section details the steps for an individual contributor to make changes within the Local
Development Environment and submit it for integration into the SDE.
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Contributor Process

The Local Development Environment (LDE) section introduced the LDE and explained the
configuration process and procedures for building and deploying a local instance of Aras Innovator.

This section outlines how to enable a contributor to make contributions.
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The Contribution Process Overview

Developers, test/QA engineers, and other team stakeholders are considered
Contributors. Contributors who may contribute source files (configuration files, source code C#, etc.)
must create a Fork to manage their work in the environment.

The Contribution Process

Individual Member’s Repository Team Repository

O ran

Production O
Folder/branch in Team Repo
O Development (integration branch) ‘ ’
O ® | Pull Req :>_1 7
Trigger Build & Test @ Merge @
E—
Push — Must 15t pull
o 'l‘ Pull P Build Successful
@ § 32" Fetchd @ 3
Cloni *as* Rebase Checkout Branch
Checkout O
Branch @ Local DIR
) Build > Q
Local DIR Contribute agent Review
Test locally — Auto test

Dev. Environment _

. Create a Fork (copy of the Shared Team Repository).

. Clone the Fork to the local environment and check out the Branch to work on.

. Add a Remote Reference to the Team Repo to fetch and rebase its current work.

. Make changes in the Repository and test locally by running RunintegrateTest,
Continuouslintegration, and other scripts.

. Commit the changes locally and then push.

6. Create the Pull request.

7. Updates to the Source Branch after the Pull request is created and the initial creation triggers

a ContinuouslintegrationPipeline based on Branch policy.
8. When the ContinuousintegrationPipeline has successfully built the Artifact, it will run a test
and report a green status or not. Based on that status, reviewers may approve the PR. They

A WN PP

ol
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may also reject it, even with a green Build, if some other project practice is violated.

9. When the PR is approved and merged, the Branch typically has a policy of rerunning the
ContinuousintegrationPipeline. This ensures that all PRs are still in sync. The goal is to
ensure that the Common RepoBranch is always buildable.
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Adding Remote Reference

The contributor needs to establish a Remote Reference to incorporate the current work with the
Team Repository and keep it up to date. By adding this Reference, the contributor connects the local
and Shared Team Repositories. This allows them to fetch the latest changes made by the team and
rebase the contributor’s work on top of them. Cloning and other preliminary steps have already been
completed; this Reference addition is specifically meant to facilitate contributions.

The following steps outline the process of creating additional Remotes:

1. Launch the chosen Version Control Tool on the local machine.

2. Use the Version Control Tool to navigate to the Local Repository where the user wants to add
the Remote Reference.

3. Find the option or command within the Version Control Tool to add a Remote Reference or
Remote Repository.

Sien  Reposlory  Mevigels View Comereedc GiHub Plugne  Tosk  Help

| - - LAras Progescts Proged il ocalBeps’ Myt o, ™ b desloprent ™ B & ore © Commat gt
*
* TSR -
w W Eranches
PRI B b o[l atemsamats 20 ey ag0 ATRdE
A vt PP i Sa il 20 ey ago dFIETise
e il 1 tans P "
w P8 cubmodul B Fetch al semates n Samuis 1 e aga TEl o
B wbyfor B Fol Monage remaies proses | Eokas 4 days ago PEFRIT
T | Bk 5 days mgo oA L1
W Expand s Sarwill 2 monihs aga bade3an]
) ealp 'n- Rangari 1 maonihe ag0 [RFLY ¥R
¢ Mol Dovam |

T Rangari 3 monlin ago Pk gt
—

4. Click the + icon to Add a new remote.

W Hemghe reposhoes

Bemale ppostoniss.  Default pull behavies (Tetch B menga)

v Edit Remmsts Dtk
J 3 |

ongin

sl . ErcaAze

Separats Push Uil

5. Enter the Remote Repository URL into the appropriate field or prompt within the Version
Control Tool.
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6. Optional: Assign a name to the Remote Reference to make it easier to reference in the future.
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7. Once the necessary details are entered and any optional settings are configured, save and add
the Remote Reference.
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Making Changes in Local Repo

As an individual contributor, make changes in the Local Repo and test them locally before submitting
them to merge into the team's work. Modifying the Local Repository of Aras Innovator involves
changing the files and configurations stored on the local machine. These changes can include
customizations to ItemTypes, Forms, Workflows, Reports, and other Items of Aras Innovator.
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Add or Modify file in Code Tree

If the Nuget Package Aras.Crt.Core.1.1. XXX is present in the project's package.config file in the
Project Repository, only new or changed files related to the project customization should be
committed to the Git Repository. Users must commit any customized file into the Code Tree folder in
the Project Repository.

The following steps outline the process of adding or modifying files in the Code Tree:
1. Identify the file that needs to be modified in the Project Repository.

For example, a user may want to modify the file Inbasket.html
(Innovator\Client\scripts\InBasket\InBasket.aspx) to fulfill Ul requirements of the implementation.

2. To customize a service, create a folder with a service’s name under the Code Tree folder in the
Project Repository.

For example, the following structure must be recreated: CodeTree\Innovator\Client\scripts\InBasket
in the Git Repository under the Code Tree folder.

Cleanmmovabor 1dsp3 >iEud|.=free ¥ Innovator ¥ Client » soipts >I

CodeEditos
FormTool

Imacyeh rowier

R
3. Commit the non-modified files before making any changes to those files.
1. Important
Configuration files should not be modified and committed in the Repository.

Transformation Config functionality must be used to make changes in configuration files.

4. Make the required modifications to the files.
5. Commit the modified files.
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1. Important

To modify an existing file in the deployed instance, it is recommended to first make a
clean Commit and then perform the modification in a separate Commit to preserve the
history of the change for future developers. However, this is not required to deploy the
modified file.
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Exporting Packages

Once the changes made in the Package Definition are complete, the Package can be exported using
the Export Tool. This utility is a separate executable file named Export.exe that is available on the
Aras Innovator CD image or can be downloaded from https://www.aras.com/en/support/downloads .

The Export Tool selects a Package Definition from the database and creates a Package folder
structure in the file system. Each Package Group (ItemType, Form, etc.) becomes a separate
subfolder in the file. Each exported Item is represented as an AML file with the same name as the
exported Item within each subfolder.

The following steps outline the process of running the Export Tool:

1. Download the Export Tool from https://www.aras.com/en/support/downloads .
2. Run Export.exe as administrator.
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Make Required Changes in Aras Innovator Instance

Login into the Aras Innovator Instance and make customizations per the project requirements.
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Export Package After the Changes

Once all the changes are made to the Aras Innovator instance, the next step is to export those
changes.

The following steps outline the process of exporting the Packages after the changes:

1. Create a folder to export the changes made. For example,

C:\ArasProjects\Projecti\Local Exports\Form Export 2

All the exported data will be stored in the folder created in the first step.

2. Using the Export Tool, perform the following steps:

[E] Fapan

& » 4 e
Bgor [Gefrge Bt Spoul
brrawvaicr Serer
Saivei [ hisp VecalhosiBLA 1 LHP-HE44DE-LemBOE T rareng-Trasning

Expart Opbons
Expon Te | -l: amPropects Project 1 \Local ExpontaiFomm Expon 2 I | L £ :l
Expor Referenced [lems
Faferences 10 Linknown Packages T Fisrmcres Sulsegy ™ Al weth Wameeg Clon Remoes

Larguage macwrcm

Exportlangmges.  [yon

Bmilabile oa Expont
Packages Ib=ms
T rap—— T ~ | r—p— -

[ Aeion Felabonsh

01 Bt CAD Stucturs

[ Chaa Change Cunclisd tem

[ Command Bar Secton Changs Controllsd Relatorntap

[ e Cuntrmer
Diocurmart

[ EMmsl Wsmnmge

ECH
ECR

Exprass DOD

o Server: Enter the Aras Innovator server URL.

¢ Login: Click the Login button then fill in the Username admin and its Password.

o Export To: Set the new destination of the Export. All the exported files will be stored in that
directory. For example,
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C:\ArasProjects\Projecti\Local Exports\Form Export 2

o Packages: Click the ellipsis (...) button, locate the changed Package Definition, and select
the Items.

3. Click the Export button.
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Copying the Export Utility’s Output to the Local Repo

Once the changes are made and the files are exported, copy the top common folder and paste it into
the local working directory of the Repository (AML-Packages). During this process, be sure to
accept any file replacement warnings that may appear.

Copy the Export Utility's Output to the Local Repo

== (=)
. - - - -

y—
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Staging Modified Files

Once the necessary changes have been made to the file, it is important to stage it before committing
the changes to the Version Control System (Git). By staging the modified file, the user prepares it to
be included in the next Commit, ensuring that the changes will be properly recorded and tracked
within the Version Control System (Git).

The following steps outline the process of staging the modified file:

1. In the terminal (Terminal, Git Bash, or Windows Command Prompt), navigate to the Repo to
which the newly exported file is copied, for example,

C:\ArasProjects\projecti\LocalRepo\AML-packages\PLM.

2. Verify the status of the Repository by running the appropriate command.
3. Stage afile.

4. Verify now the new status of the Repository.

5. Commit the file.

6. Confirm the changes in the Version Control System.
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Continuous Integration Script

An automated utility script is provided as part of each customer Repository to perform final validation
and verification that a Build is successful.

Developers or system integrators can manually run this script to determine whether the Build passes
or fails. Automation tools are also available to schedule executions of this script on a dedicated ClI
server.

The CI script runs all the unit and integration tests created for a project by installing and building a
new instance of Aras Innovator, applying the project code and configuration, and ensuring that all
tests are successful.

If issues need to be resolved, a report indicates success or failure with a running log. The script then
deletes the running instance (and database).
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Test the Deployment Locally

Aras Innovator should be redeployed using the script ./BuildAndDeploy.ps1. Upon successful
execution, a green SUCCESS message will appear.

R Avinsiranoe Winoows PoesdrShe|

The following steps outline the process of Rebuilding the Aras Innovator:

1. Open Windows PowerShell and run as Administrator.

'1 ‘Winckran. Proveer el

W Windows Seounty

2. Access the Local Repository: C:\ArasProjects\projectl\LocalRepo
3. Run the ./IBuildAndDeploy.ps1 script.
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4. Review the changes made in the newly rebuilt Aras Innovator instance.
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Pushing Changes to Fork

Before creating a Pull request to share the work with the rest of the team, the developer must push
the changes to the Fork. By pushing the changes, a developer makes them available for others to
review, collaborate on, and merge into the original Repository if necessary.

A Fork in Git refers to a copy of a Repository that is created in a developer’s Local Repository.
Forking allows users to contribute to an open-source project or collaborate with others without
affecting the original Repository.
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Fetching Changes/Rebasing

While the implementation was in progress, modifications or updates may have been made and
pushed to the Team Repository. Hence, it is important to fetch the latest state of the Remote
Repository and rebase our changes on top of it.

Fetch the changes using the desired Version Control System. The screenshot provided below serves
as a visual representation, illustrating an example of the fetching process performed using the Git

Extension.
[ Team repo training branch | -

e e e : = € T
—— - = el )
-3 g} e

IE‘::I:_:.:.I-I. i i .'-_-_ PR — -
a5

Egéi.w — n— =

§ Rah vy § git fetch
£ git rebass
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Pushing Changes to Fork

Before creating a Pull request to share the work with the rest of the team, it is important to push the
changes to the Fork. The screenshot below is a visual representation, illustrating an example of
pushing changes to the Fork performed using the Git Extension.
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Creating a Pull Request

A Pull request (PR) is a way for developers to propose changes to a codebase and collaborate with
others to review and merge those changes. Some of the key features of a Pull request include:

e Code Changes: A Pull request includes the changes made to the codebase by the developer.
Other developers can view and review the changes, and any feedback or comments can be
added directly to the Pull request.

+ Discussion and Feedback:Pull requests provide a platform for developers to discuss and
give feedback on the proposed changes. This allows for collaborative review and discussion of
the code, ensuring that any issues are caught and resolved before the changes are merged
into the codebase.

+ Automated Tests:Pull requests can be configured to run automated tests, ensuring that the
changes don't break existing functionality. This helps to catch any issues early on before the
code is merged into the codebase.

* Reviewers:Pull requests can be assigned to specific reviewers who are responsible for
reviewing the proposed changes. Reviewers can add comments and suggestions and approve
or reject the changes before merging.

« Status Checks:Pull requests can be configured to include status checks, verifying that the
changes meet certain criteria before merging. For example, a status check might ensure that all
automated tests pass or that the code meets certain coding standards.

* Mergeability: Pull requests are merged into the codebase once reviewed and approved. This
ensures that the changes are properly integrated into the codebase and that any conflicts with
other changes are resolved.

The following steps outline the process of creating a Pull request:

1. Navigate to https://dev.azure.com/{organization}/{project}.
2. Click Repos and select Pull requests.

ﬂ Fps Repas
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3. Click the New pull request button.

Pull requests LT LRl | Cussomize view
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The New pull request Form appears:
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Enter the details as follows:

. Source Repo or Branch: User’s Fork.

. Target Repo or Branch: Team Repo.

. Review the Files and Commits to be included.

. Title and Description: User Story name.

. Select Reviewers.

. Add Work items to link: Identify Work Items in the Azure DevOps as applicable.
. Add Tags if needed.

. Click the Create button.

0O NO O WDN P
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Trigger, Build, and Test

The contributor’s contribution is built and validated through the CI Pipeline. The Pull request
triggers the CI Pipeline, which runs tests and checks against the changes.
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Reviewing a Pull Request

Each developer does not have Push (or write) access to the Central Remote Repository. They must
issue a Pull request so code reviewers can inspect their work. The code reviewer then examines the

developer's work, approves (or rejects) it, and applies changes to the Central Repository or
communicates with the developer to make corrections.

The following steps outline the process of Reviewing a Pull request:

1. Navigate to https://dev.azure.com/{organization}/{project}.
2. Click Repos and select Pull requests.

ﬂ Rapos Repos

¥4 Pull requests

3. In the Active Tab, select the required Pull request.
4. In the Overview Tab of a PR, see the Title, Description, Reviewers, Linked Worked Items,

History, Status, and Comments. Read the PRDescription to see the proposed changes.
View the Comments to understand the issues raised by other reviewers.
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5. Select the Files Tab to review all PR's Source Branch content changes. The initial view shows
a summary view of all file changes. Choose the View button next to a file to view only that file's
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changes. The View button opens a Diff View if the file was modified or a content pane if the file
was added or deleted.
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6. In a Diff View for a file, select either a Side-by-side or Inline Diff layout.

7. To review the Changeset introduced by specific Pushes to the Source Branch, select one or
more Changesets from the Changes drop-down list. When one or more Changesets is
selected, the Diff View updates to show only the changes from the selected Changesets. This
feature is useful when changes have been pushed to the PR since the last review and a user
just wants to see the new changes. The Changes dropdown list names each Changeset with
the Commit Message from the final Commit in each Push operation.

8. Choose the Updates Tab to view all pushed Changesets to ensure any Source Branch
changes are not missed. The Changesets are numbered, and the most recent Changeset
appears at the top of the list. Each Changeset shows the Commits that were pushed in that
Push operation. A force-pushed Changeset won't overwrite the Changeset History and will
show up in the Changeset list like any other Changeset.

TRMN_Add Design Request Approve | ¢ m i
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i
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9. Choose the Commits Tab to view the Commit History of the Source Branch after it diverges
from the Target Branch. The Commit History in the Commits Tab will be overwritten if the PR
author force-pushes a different Commit History, so the Commits shown in the Commits Tab
might differ from those shown in the Updates Tab.

TRM_Add Design Request ppires
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10. If there are any issues or questions about the changes provided by the developer, the reviewer
can leave a comment for the developer. In the left panel, select the Method file, hover over the
line to comment on, and select the Comment button to open an inline Comment box. The user
can also select multiple lines and then select the Comment button that appears when hovering
over those lines.
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-
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11. As the PR author, the developer must resolve the Comment by taking the appropriate action
(e.g., making the changes in their Local Repository) and then submitting the change for
approval through the PR request workflow.
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Merging the Pull Request

If the reviewer agrees with the proposed changes, the Merge operation combines changes into the
Central Repository.

When the reviewer clicks the Merge button, the developers’ proposed Commit(s) are merged into
the Central Repository (Team Repo).

The following steps outline the process of Merging the Pull Request:

1. Navigate to https://dev.azure.com/{organization}/{project}.
2. Click Repos and select Pull requests.

B Fepos -
‘f Fipelines |
& retrirs T, Pushes
BB snitscs Branches
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3. In the Active Tab select the required Pull request.

Pull rtql.lﬁ-ts Few il enuiest

Mi-s Actepw Complsted ABaNaoned

. Grawt Pulll Fsquest
. TRH_ A Design Reguest
o
3 Sexkariand

. PEO_TrainingsO

. KBE niws Iy with pall request o detign request

4. Select Complete on the upper right to complete the PR.
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5. In the Complete pull request pane, under Merge type, select Rebase and fast-forward and
click on Complete merge.

Complete pull request
e i

Rtk

-

The completion of the PR triggers a new Build.

6. Verify that the Build is green (successful) by clicking Pipelines in the left menu, selecting
Pipelines in the right menu, and selecting the Recent Tab.
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Preparing the Project's Initial Baseline

A Clean Baseline refers to the original or initial plan at the beginning of a project, which is free from
any changes. It represents the unaltered version of the project plan, typically provided by the project
management team or stakeholders at the beginning of the project.

A Baseline serves as a reference point and a point of comparison throughout the project's life cycle.
It helps track and manage project progress, identify deviations from the original plan, and assess the
impact of changes and risks as the project evolves.

The diagram below illustrates Aras Innovator's structure, comprising a platform and various
applications. When the SDE is delivered, it includes the platform, and the specific project can choose
the necessary applications and components. Making these decisions early on and creating a new
project Baseline is usually advantageous. This Baseline acts as the starting point for further solution
development. Refer to the Baseline Management section below to understand how to build a
Baseline.

ras
INNOVATOR

. . Applications
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Baseline Management

When a project team receives the SDE from Aras, a Baseline is established, which acts as the
starting point for all future changes to the software. The execution of the setup script
(BuildAndDeploy.psl) installs an initial database and sets up all required files in the code tree
directory.

The established Baseline becomes the foundation for layering changes each time the setup scripts
are run.

As these changes accumulate over time, they may grow significantly larger. Therefore, when the
solution enters production, a fresh Baseline incorporating all customizations can be set. This new
Baseline will be the starting point for the setup scripts.

After Aras has provided an initial Baseline, the project team can make modifications as needed. This
may include:

+ Add new applications to the platform: Adding applications to a platform involves enhancing
its functionality and broadening the system's capabilities. The Adding Applications to a Project
Appendix demonstrates an example of integrating an application into Aras Innovator.

« Add Language packs: Adding language packs to software is crucial in making applications
accessible and user-friendly to a diverse global audience.

+ Establish new Baselines: A new Baseline provides a snapshot of the project's status,
including what has been achieved and the resources expended to reach this point. Once
established, this new Baseline serves as the starting point for subsequent phases or steps in
the project. For more information, refer to the Generate New Baseline section.

¢ Deploy Build to SIT (for QA): SIT involves testing the system as a whole in an environment
that closely mirrors production to ensure that all integrated components work together as
expected. This includes ensuring new applications function correctly with the existing system
and language packs work as intended. For more details, refer to the Deploy to System
Integration Testing (SIT) Environment section.

When an SDE from Aras is received and a Baseline is established, it is not a final process. Instead,
it is an ongoing effort, and modifications to the software are carried out over time as the project
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requirements evolve. These modifications might include integrating new applications, adding new
features, fixing bugs, and improving system performance, among other things.

However, this process should be handled appropriately. Software changes must align with the
project's goals and should not introduce new issues or conflicts. Therefore, comprehensive testing
should be performed after each modification to verify that the changes are working as expected.

Reducing build time is another important aspect of this process. When modifications are organized
and managed properly, the time required to build the software can be significantly reduced. This
efficiency can lead to quicker deployments and a shorter overall time to market, which can be a
significant advantage for the project.

Finally, all these activities must be done as part of a deployment policy. A deployment policy outlines
the standards and procedures for making changes to the software, testing those changes, and
deploying the software to the production environment. This policy helps ensure that all changes are
carried out in a controlled and consistent manner, which can contribute to the overall quality and
success of the project.
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Pipelines

A Pipeline is a set of automated processes that allow developers to consistently and reliably build,
test, and deploy their code.

Aras provides the following set of Pipelines:

1. Continuousintegration: This Pipeline runs a Build given a Commit in the Git Repo. The
system triggers it in one of the following ways:

o Validation for a Branch.

o Validation for a Pull request.

o Request by a DevOps user.
Typically, the Continuous Integration (CI) Pipeline is not manually initiated; it is
automatically triggered by actions such as Pull requests (PRs) and mergers governed by
Branch policies.

2. DeployToSIT: This Pipeline creates a Deployment Package from a Build, deploys it to the SIT
environment, and stores a copy in the Artifacts storage.

3. Deletelnnovator: This Pipeline deletes a given test instance in the SIT environment.

4. GenerateBaseline: Generating Baselines establishes a starting point and facilitates tracking
project changes. This Pipeline generates a new Baseline and stores the Artifact in the
Artifact storage.

©2026 Aras Corporation All Copyrights Reserved % 79



Aras DevOps
Release 1.12

Deploy to System Integration Testing (SIT) Environment

Deploying on SIT allows developers and testers to assess the Aras Innovator's behavior and
performance in a simulated production-like setting before it is deployed to the actual production
environment.

The following steps outline the process of deploying Aras Innovator to SIT:

1. Navigate to https://dev.azure.com/{organization}/{project}.
2. ldentify the Build to deploy.
3. Select the DeployToSITPipeline and click Run Pipeline.

-“""""' " Pipelines | i |

&+ DaployTeSIT L]

4. Select the Branch in the Work Repo and click Resources.

Rur pipssline

Advanced options

Ll ﬂ

5. Click Continuouslintegration (last successful Run) and select the required Run.
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Continuousintegration

@ 0 0 0

6. Click the Use selected run button.
7. Navigate back to Run Pipeline dialog box and click Run.

R pipeslives

P a

Advanced options

—])

8. Optionally, click the Deploy link to watch the progress.
9. When the Pipeline is completed, a link to the new instance should be available on the Wiki
page for testing.

10. Important

If a pipeline run is going to be deployed to production, UAT, or staging, you also need to
retain it—along with the source CI pipeline run (see the “Pipeline retention policy”
section). To do this, open the pipeline run and click Retain in the menu.
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Download logs

Add tags

Edit pipeline

View retention leases

Retain

Delete

& Release
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Generate New Baseline

Creating Tag on Last Approved Commit

When the Aras Innovator is installed for the first time, a Git Tag marks the starting point. It uses the
following format: CleaninnovatorxxSPyy,

where xx is the version and yy is the Service Pack number of the base platform.

Define the Git Tag on the last approved Commit. The Pull request (PR) process must be completed
to get the tested Commit that is proposed as the new Baseline to the Destination (Central Repo)
Branch. The Commit must be tagged.

The following steps outline the process of creating a Tag on the last approved Commit:

1. Navigate to https://dev.azure.com/{organization}/{project}.
2. Click Repos and select Commits. Select the corresponding successful Commit.

B o Repos

A et Plans .-' Fushes

A Artilact r"
Tag
Pul

3. Click the More options menu and select Create tag ...

Browse Files

Search in branches

W Cherry-pick

¥ Revel...

& Create tag..

,1-‘5' Py Berancch

4. Enter the following details in the Create a tag dialog:
o Name: Name of the Tag.
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o Based on:Commit above.

o Description:Tag Description.
Select an appropriate Baseline naming convention. For most projects without features,
using prj (Project), bl (Baseline), and numbers is sufficient. For example, prjbl001 for a
user’s first Baseline.

After each product release, it is also recommended that the user must have a prdbl001
Production Baseline.

Some projects may have several workstreams (features) with different go-live dates. For

such projects, the team may include feature designations, such as mbsebl01: mbse

(Model-Based Systems Engineering), bl (Baseline), and 01 (chosen identifying number).
5. Click the Create button.
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Running the Baseline Pipeline

The following steps outline the process of running the Baseline Pipeline:

1. Navigate to https://dev.azure.com/{organization}/{project}.
2. Click Pipelines in the left menu and select Pipelines.

e
g

e
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M Libwary
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3. Click GenerateBaselinePipeline.
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4. Click the Run Pipeline button in the top-right corner.
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5. In the Run Pipeline dialog, enter the following details:
o Branch/Tag: Select the Branch/Tag created in the above section.
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o Advance options: default settings.
o Enable system diagnostics: unchecked.

i papeline

e m

1. Important

The Pipeline must be executed by selecting Tags only.

6. Click the Run button.

7. The system queues the Pipeline, and progress can be monitored by clicking on the Stagesand
Jobs Tabs on the Pipeline Run page.

8. The new Baseline will be uploaded to the storage account and BaselinesArtifact feed
(Baselines drop-down menu).
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Delete Aras Innovator from SIT Environment

The SIT environment provides resources for a maximum of ten Aras Innovator test instances. Aras
recommends keeping the number of test instances at about three to five. The project team should
retain the latest test instances while removing older ones to prevent potential performance
degradation. The Deletelnnovator Pipeline deletes test instances by providing the instance name
(lowercase) and identifying the Build.

After approximately thirty days, the system will automatically delete a Build.

The following steps outline the process of deleting the Aras Innovator from SIT Environment:

1. Navigate to https://dev.azure.com/{organization}/{project}.
2. Click Overview and select Wiki.

n Crervhes

= Summary

B Cashbeards

3. Expand Environment Information and select SIT.

w |I'.'1\l Enwiranment Infarmation ]

The list of available instances appears.
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4. Copy the required instance.
5. Navigate to Pipelines and select the DeletelnnovatorPipeline.
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6. Click the Run Pipeline button.
7. In the Aras Innovator instance Name to Delete field, paste the SIT instance which was copied

in step 4.
8. Select Resources and click Continousintegration [Delete Innovator].

+ Resources ¥

= Continuousintegration [Deletelnrmsayator] )

9. Select the correct Build. The Build Name ends with a timestamp yyyyymmdd##. In the
corresponding Build, a dot separates the Build Number from the Date.

1. Important

The timestamp of SIT instance should match the Build's timestamp.
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+ Continuousintegration
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10. Click the Use selected run button.

« Continuousintegration

Cancel Lhe seiecied run

11. Select Variables and enter the value in the Update Variable dialog box. Set the Variable in
lowercase "sit" and click Update.
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Update variable

Carcil

12. Navigate back to Run Pipeline pane and click the Run button.

Run pipeline

Iy inslance rame 10 ot

L] ]

13. If the Build has expired, select the oldest green Build.

©2026 Aras Corporation All Copyrights Reserved % 20



Aras DevOps
Release 1.12

Delta deployment to production and non-production environments

Delta Deployment functionality is an Aras DevOps feature for Aras Enterprise customers working with
containerized deployments.

Delta deployment allows deploying changes from the Work Repository on top of an existing Aras
Innovator deployment. The database of the target Aras Innovator deployment will not be dropped and
restored. The customization changes will be deployed on top of the existing database.

Users have the capability to utilize this feature to update the existing instance in SIT (System
Integration Testing), UAT (User Acceptance Testing), Staging, or Production environments.

The following steps outline the high-level process of delta deployment:

1. Determine the Aras Innovator Release Name the user wants to update.
2. Determine the build number of the CI pipeline run that includes the customization user wants
to deploy to the previously deployed Aras Innovator.

Important

The CI pipeline run must be retained manually ahead of time (see the “Pipeline retention policy” section).

3. Run the Deploy Pipeline with Update strategy.
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Redeploy UAT deployment on Existing Database

The following sections outline redeploying UAT Deployments on top of the existing database.

Determine the Innovator Deployment Name

The following steps outline the process of determining the Aras Innovator Release Name for the
deployed Aras Innovator Instance that the user wants to update:

1. On Azure DevOps, click Wiki.

ArasSDETraining-PLM.... +

ﬂ Crverview

T Summary

IE Llashboards

B wik

2. Under the Environment Information section, select UAT.

Copy the release name under the Name Tab in UAT section.

[ =R

araEngnesting -Dedkaasl - Imgl UAT
™  fummary &
& Daboarss
(51 Envirnnment Imcrmatcn Mame - o a
o wik |
B uar ) .
“ — . C-Feb-2024 014 ol -mtomatorabr edeea
s

B 10-Feb-2024 12:230  mer-msometion snuecesops

M| e

Copy the name; it will be useful during Deploy Pipeline.

Determine Deployment Package

Determine the Deployment Package Version with the customization the user wants to deploy to the
previously deployed Aras Innovator. This can be done via obtaining the Build Number of the CI
Pipeline corresponding to the version of the customization the user wants to deploy:

1. In Azure DevOps, go to Pipelines.
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B ArassoeTraining puM-..  +

n Qe
= summary
@ Cisshboands
B wik
a Boards
-
o Fineline
2. Select Continuousintegration and select the necessary Cl Pipeline.
* Pipelines ﬂ *20240‘224:1 . Remwlu:md se.t I.J-'FI‘FEIBS-rT:q”l.a :.EE{P. property -0
e Pipsiines #20240224.3 - Rebaseline and seot b-17635 tag to LCBCR property
= R o ¥ ©-0
B Ervironments 3 €
5 Foleses o . RL'I’.'M!.!.‘“I;'IIIE: 22t b-17634 tag lu. LCBLCR property &-0
B Library .
#20240224.1 + Rebaseline and set b-17634 tag to LCBCR property
& Task groups © 1 trggered for i@ ! ct ©-0

3. Copy the Build Number; it will be useful during Deploy Pipeline.
Run Deploy Pipeline with Update strategy
The following steps outline the process of running the Deploy Pipeline with Update Strategy:

1. Navigate to the Deploy Innovator Pipeline.
2. Select Run Pipeline.

3. Select the appropriate Branchl/Tag.

4. Choose Deployment type.
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Run pipeline 0

Branchytag

Ej‘ Mg W

Diegrlesymant type
SIT s
Diegrley trmsboid in micnites
10
i

Optional viriible grous nine [Deliadt ane o ubed if foes provided)

Custorn config vanable group rame: (Default one is used if none

praded|

Al;iwnced options

Wariables ) 5

.‘-:.q:_|m 18 Fun 3

Resoundes 3
Eruble spiten disgredtic Cancel m

5. To choose the required Deployment Package, use one of the options below:
o Click Resources in Advanced options. Search for the correct CI Pipeline with the code
changes that need to be applied to Aras Innovator, which is obtained in the section
Determine Deployment Package, and then click the Use selected to run button to

©2026 Aras Corporation All Copyrights Reserved % 94



Aras DevOps
Release 1.12

apply.

« Continuousintegration_ArasENG 5

O @ *H::-f-:n:.:a_.::.
0 @
O a *322-;?:-.2-:5_

O @ 'z

O @ s

0 @ A

O @ '-'-CE-_'.{ﬂz::a_g i

K F
© $202402242 . e

A= &5 C0P0=

o Click Variables in Advanced Options and specify deployment_package_name and
deployment_package_version with the values obtained in the section Determine
Deployment Package.

) oloymentpodagerame >
lewrnen ke FRr5Ion
f  deployment package varsio >

6. Click Variables in Advanced options.
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Run pipeline

7. Add the following Variables:

Name Value
personal_access_token Enter the PAT token in case of deployment to UAT, Staging, or PROD.

Enter the Release Name of the currently deployed Aras Innovator that
needs to be updated.

setup_instance_strategy Enter Update.

Enter a cluster identification value for deployment. This is especially
cluster_index helpful when deploying multiple Vaults across different geographical
clusters. Typically, 01 suffices as the default value.

install_conversion_server The default value is true.

innovator_release_name

+ \ariables =
fie  EuEELINGE 3
fu deployment_package_name 3
deploymant_package_varsion Y
fx NoREDT_releaie_name 5
_."): NELEN_Safredr i n_tafer }
& o al_acce: en 5
fi FEUP = ategy y
Add variable
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The setup_instance_strategy can have the following values:

* Deploy: Enables the creation of a new Deployment. This is the default value of this Variable for
Deployments to SIT environment.

o Update: Enables updating an existing Deployment. This is the default value of this Variable for
Deployments to UAT, Staging, and PROD environments.

+ RollingUpdate: This update type should be used when only Code Tree changes should be
applied. The Pipeline will fail if there are any changes in AML Packages.

8. Click the Run button.

The outcome of this operation will deploy the new changes onto the existing database and Aras
Innovator instance, matching the innovator_release_name with setup_instance_strategy set to
Update.
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Pipeline Retention Policy

The pipeline retention policy defines how long Azure DevOps keeps pipeline files before deleting
them. To fully recreate a deployed Aras Innovator instance, the user needs to retain both the Cl and
Deploylnnovator pipeline runs. By default, Azure Pipelines keeps only the three most recent runs for
the development, SIT, UAT, staging, and production branches.

Any runs beyond these defaults must be manually marked for retention by the user:

Download logs

Add tags

Edit pipeline

View retention leases

Eetain

Delete

& Release
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Using Transformations
<a hame="_To0c199834244"></a>Transformation Overview

A Transformation is a mechanism for updating configuration files such as Aras Innovator's XML or
JSON files using a special syntax. Since all config files are XML or JSON, the XDT or JDT
transformation is used, respectively.

This procedure is intended to be idempotent, implying that repeated transformation application to a
specific configuration file (like those of Aras Innovator) should consistently result in the same
state achieved immediately after the initial transformation application.

Idempotence ensures that regardless of the number of times a transformation is applied to a specific
configuration file, the outcome remains consistent and predictable, eliminating the need to manage
delta changes.
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Type of Transformation
There are two following types of transformation:

1. XMl Document Transformation (XDT): Enables transforming XML files.
2. JSON Document Transforms (JDT): Enables transforming JSON files.
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The Purpose of Transformation
Only the specific configuration files are updated rather than a complete overwrite of the content.

This approach facilitates modifications only in the required sections of the configuration, ensuring that
all other settings remain unaffected.

The developer is responsible for creating such a Transformation, which might be applied to the config
file often. It will give the same result as after the first application of the Transformation.

The standard Aras Innovator platform Deployment only contains the information below in the
conversion server configuration file.

<?xml version="1.0" encoding="utf-8"7?>

<configuration>

<configSections>

<section name="oauth" type="Aras.OAuth.Configuration.OAuthSection, Aras.OAuth.Configuration" />
</configSections>

<oauth configSource="0OAuth.config" />

</configuration>

The project team must provide information in the Transformation file to activate conversion according
to the project's requirements and entitlements.
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Utilizing Transformation

If any update is required in the configuration file, a file with an identical name should be created
within the TransformationsOfConfigFiles directory using the relative path of the file.

Idempotance isn't provided out-of-the-box; utilization of specific Transformation actions is required.

In the XDT framework, these operations are signified by the suffix IfMissing (such as InsertlfMissing).
Conversely, in JDT, the Merge action is the most suitable for this purpose. Therefore, it's up to the
developer to ensure their Transformations are idempotent.
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Example 1: XML Document Transformation (XDT)

Consider a scenario where a user needs to modify the file OAuthServer\Web.config and wants to add
an attribute to the oauth Tag in which the value of the configSource attribute is equal to OAuth.config.

1. Create a file OAuthServer\Web.config in the TransformationsofConfigFiles folder according to
XDT rules.

2. Fill it in according to the XDT rules.

. Commit the changes.

4. The Transformation is reflected in OAuthServer\Web.config after the next Deployment. Next
time, the config file should give the same result as after the first application of the
Transformation.

5. Sample XML Transformation:

w

T xml
<?xml version="1.0"?>
<configuration xmlns:xdt="http://schemas.microsoft.com/XML-Document-Transform">

<oauth configSource="0Auth.config" yourNewAttribute="value" xdt:Transform="SetAttributes" xdt:Locator

</configuration>

o For XDT Documentation, visit https://learn.microsoft.com/en-us/previous-
versions/aspnet/dd465326(v=vs.110)

e For Web.config Transformation Syntax for Web Project Deployment Using Visual Studio, visit
https://learn.microsoft.com/en-us/aspnet/core/host-and-deploy/iis/transform-webconfig?

view=aspnetcore-5.0
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Example 2: JSON Document Transformation (JDT)

Consider a scenario where a user needs to add a new plugin to
OAuthServer\OAuthServer.Plugins.json.

1. Create a file named OAuthServer\OAuthServer.Plugins.json in the directory
TransformationsOfConfigFiles according to JDT rules.

2. Fill it in according to the JDT rules.

3. Commit the changes.

The Transformation will reflect in OAuthServer\Web.config after the next Deployment. Next time, the
config file should give the same result as after the first application of the transformation.

Sample JDT Transformation:

TT7json
{
"@jdt.merge": {
"@jdt.path": "$.['OAuthServer.Plugins']",
"@jdt.value": [
{
"Name": "New.Aras.Plugin",
"Enabled": true
}
1
}
}
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o For JDT documentation, visit https://github.com/microsoft/json-document-transforms/wiki .
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Ignore Configuration Files Transformation

This need usually arises when the user does not require Transformation or if a validation error occurs
during implementation.

To ignore Transformation add a line with file location (relative path) in the following file:
TransformationsOfConfigFiles\.transformations.ignore.

For more details and Transformation syntax, please refer to the file in the cloned Repository:
TransformationsOfConfigFiles\Readme.md.
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Environment Specific Configuration

Environment-specific configuration functionality is an Aras DevOps feature available for Aras
Enterprise customers working with containerized deployments.

This functionality enables customers to deploy Aras Innovator instances from one single Git Branch
to different environments (System Integration Testing, User Acceptance Testing, Staging, and
Production) and introduce variability in the configuration. The configuration Transformations use
Variables instead of fixed values. Customizable Azure DevOps Variable Groups define Variable
Values.

Aras Enterprise customers use this feature to manage variability in Aras Innovator configuration files
on different environments without having to manage separate Branches for each environment.

The following steps outline the high-level process of environment-specific configuration:

1. Add a Transformation that adds a custom Variable to a configuration file.
2. Add the custom Variable to the environment-specific Variable Group.

3. Run CI Pipeline to add the transformation to the Deployment Package.
4. Run Deploy Pipeline with the appropriate Variable Group.
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Example: Define an environment-specific login screen

This section illustrates how to create two SIT Deployments with different configurations. For each
Deployment, different login screen background images will be created.

The following steps outline the process of creating different login screen background images:

1. Add a Transformation that adds custom Variable to a configuration file. The following is an
example of a Transformation that sets the ${imagePath} value in the BackgroundimageUrl
property. This should be added to the
TransformationsOfConfigFiles/OAuthServer/OAuthServer.config folder:

<?xml version="1.0" encoding="utf-8"?>
<configuration xmlns:xdt="http://schemas.microsoft.com/XML-Document-Transform">
<appSettings>
<add key="BackgroundImageUrl" xdt:Locator="Match(key)" xdt:Transform="SetAttributes(value)" value
</appSettings>
</configuration>

i master o

Contents  Mstory Compare  Blame
E cerslone"1.8° encoding= utd £
ceenflpuration meles: edta"htg: /) schenas  eloresoft  con/ L -Decusent - Trans fore® s
nppbettings:
4 tadd weys"Background Imagelrl” wat:Locators Matchikey)” xdtsTrangfores “Setattributen(value)” valuees=i; imageeat - >

ifmppSettingar
& «fconflgerations

New background images should be added to the CodeTree/OAuthServer/wwwroot/images folder.

Fometer + 0 CocleTres OB th Server oot frmages
images
Contents Hstory
= 1
O leginBackgroundl jpg Fan 25
B feginBackground? jpg Fan 35

2. Commit the Transformation and images and push them to Work Repository in Azure DevOps.
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3. Next, set the values for Variables for each Environment. By default, the project has the
following five Variable Groups defined for custom configurations:

f Pipelines fe  CustomConfigWalues-Cl

ﬁ Fipelines fx Custom onfigvaluss-PROD
& Evwviroaments fe CustomConfigValues-SIT

#  Reloasas fe CustomConfigValues-5TG
W Library

fx CustomConfigialues-LAT

4. Select CustomConfigValues-SIT Variable Group.

f Pipelings f« CustornConfigValues-Cl
d  Pipelines fx CustormConfigValues-PROD
B Environmants Iz CustomConfigValues-SIT

H  Releases fx CustomConfigValues-5TG
W Libeary

fx  CustomConfigValues-LIAT

5. Add a Variable with the Name imagePath and the Value ~/images/loginBackground1l.jpg

Livrary » B CustormConfigValues-5IT

Warlahle group By Clone

Properties

Wanable group name
CustemConfighislues- ST

Dhesicriprl e

his Warbie Croup wae epted automatically and e used to deling ernanonmend -spechc vanables

. Link secrets from an Azure key vault as variables (T
‘ariables
Hane e
imagefaih ~ frmagesdng nfscoground jpg

6. Run Continuousintegration Pipeline.

7. Run Deploy Pipeline with default parameters using the Continuous Integration from step 6 as
a Resource.
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This Pipeline creates a new Deployment using the CustomConfigValues-SIT Variable Group for
custom configuration. The BackgroundimageUrl Value will be set to the Value of imagePath from
the Variable Group as defined in the Transformation.

Environment-specific Variables from the CustomConfigValues-SIT Variable Group are always
applied by Deploy Aras Innovator Pipelines during initial Deployment or Redeployment.

Run pipeline *

dect parameters below ard marually un the pipeline
Branch/tag

F raster w

Diesplcsymant type:

SIT o
Dy barmabiad i mieniieg

.

Optional variable growp names [Defeult one & wsed if nore provadied)

Customn config vadable group rame: (Default one is used if none
prowided]

Advanced options

arlabies 5

Slages 16 run 3

Resources 5
Erable system diagnostics Cancel [Funi

8. Visit the Deployed Aras Innovator to verify the change in the background image on the Login
page.

To create another Deployment using another configuration of the image path, modify the default
Variable Group (CustomConfigValues-SIT) or create a new Variable Group for the second
Deployment.

The following is the example of deployment with a new Variable Group with my-custom-group
Name:

¢ In Azure DevOps, select Library and click + Variablegroup to create a new Variable Group.
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o Set the name to my-custom-group.
+ Add the imagePath Variable and set the path to the second image as the Value
(~limageslloginBackground2.jpg).

Library * B3 mwy-custom-groug

Wailalike greup oy Cors T Securiny 0 Pipaiee persnaiens [0 Approvals ared o 1 Hadp

Properties
Warabls group name

T-asnm-g e

Dsicription

L] Uik Seerets from an AZuee iy wiull e varabla (1)

Variables
Ham akiw

ragaPath gy il aaioy ra L 2 ey

* Run Deploy Pipeline again with the new Variable group name set as the parameter.

Run pipeing *
Branchflag
FLg— .

Depbory timeaul in minses

180

Opticnal vanshis Groug name iDefaul one n used if "one provded|

Cusiom ooy variale Qo nams: [Dataut ont & used if none

prrreaded]

my-Cuifom -groap
Advanced optio
Yanapes ]
gy 0D fu %
EFLcurcm. >

Eraisle wyitern dagredlics Cancel m
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e Go to the deployed Aras Innovator to check that the background image on the Login page has
changed.
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Default Variable Groups
By default, there are five auto-generated Variable Groups:

¢ CustomConfigValues-CI

o CustomConfigValues-SIT

o CustomConfigValues-UAT
¢ CustomConfigValues-STG
¢ CustomConfigValues-PROD

The first group, CustomConfigValues-Cl, is the default group for the ClI pipeline. The rest are used
by default when running the Deploy Aras Innovator Pipeline to SIT, UAT, Staging, or Production.

Additionally, custom Variable Groups can be created and passed as parameters.

Custom Cf_“"-ll:] vANaDle Qrowp Name: \Default one is used if none
provided)

©2026 Aras Corporation All Copyrights Reserved % 113



Aras DevOps
Release 1.12

Adding a Secret

To use Secret as an environment-specific Variable, you should open the Variable Group and mark
the Variable as Secret.

The following steps outline the process of marking a Variable as Secret:

1. From Azure DevOps, go to Library.
2. Select a Variable Group.

3. In the Variables section, mark a Variable as Secret by clicking Change variable type to plain
text.

Varniables

Chisncs warisbba fypss i plin e

=

As Secrets are encrypted Variables with a higher protection level, users must declare them in the
env_vars section of the TransformationsOfConfigFiles/environment-specific-secrets.yaml file.

This will allow reading Secrets and passing them, along with other environment-specific Variables, to
Deployments during the Deploy Aras Innovator or Continuous Integration Pipelines.

If the Secret is not defined in the environment-specific-secrets.yaml file, it will be read as an empty
Variable, so use caution.

Al -packsges -
i Contents  Mighiight changes .
Amilmploymentiompss

Automatedfrooedures el o b i
a A -

CodeTres

FranaformabonsCHConhgFikes
0 iranstormations. groee
:{ EVICnmETy spec - secneis

Md Readmemd
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Variables Naming and Scope
By default, a Variable, such as imagePath, can have any name and will be common to all servers.

A Variable for one specific server can be specified. Suppose the user wants to ensure the Variable
will be used on one specific server (OAuth server or conversion server). In that case, the Variable
Name should use a prefix, for example, oauthimagePath. The prefixes are oauth, client, server,
conversion, agent, and vault.

©2026 Aras Corporation All Copyrights Reserved % 115



Aras DevOps
Release 1.12

Restrictions
The environment-specific configuration functionality has the following restrictions:

1. The length of a Variable Value in Azure DevOps is limited to 4096 symbols.

2. The total length of the Variables file created by converting Variables and Values stored in the
Variable Group must be less than 25600 characters to fit the key vault Secret length. This
limitation is because each Deployment Pipeline creates a Variables file based on the Variable
Group and saves this file into the Azure Key Vault to provide the possibility of auditing history
and rolling back values.
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External authentication

External authentication functionality is an Aras DevOps feature available for Aras Enterprise
customers working with containerized deployments.

This functionality enables customers to configure Aras Innovator instances to allow single sign-on
using an external identity provider.

Each external authentication consists of two steps:

1. External authentication in the external identity provider.

2. Process the result of external identity provider logins by mapping an external user to the Aras
Innovator user. Each external authentication has its own user format, so it is important that the
user mapper can handle any user format. The Generic User Mapper plugin is flexible
In mapping an external user to an Aras Innovator user for multiple authentication types.

Configuring authentication plugins for each step is necessary for single sign-on using external
authentication to Aras Innovator.

The following steps outline the high-level process of external authentication configuration:

1. Configure the external identity provider (e.g., add application registry).

2. Add Transformation for external authentication plugin (e.g.,
Aras.OAuth.Server.Plugins.Saml2Authentication plugin) and for user mapper plugin (e.g., using
Aras.OAuth.Server.Plugins.GenericUserMapper plugin).

3. Run the CI Pipeline and deploy it.

. Create a user that corresponds to mapping.

5. Configure access to the external identity provider (e.g., DNS settings).

N
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Aras Innovator External Authentication using SAML 2.0 Authentication

Aras Innovator allows administrators to control the maintenance of user logins. One method is the
SAML 2.0 Authentication Plugin, which provides a way to log into Aras Innovator using the SAML 2.0
authentication protocol.

To view the documentation of the SAML 2.0 protocol, visit https://www.oasis-
open.org/standards/#samliv2.0 .

SAML 2.0 is a protocol for exchanging authentication and authorization data between security
domains. The XML-based protocol uses security tokens containing assertions to pass information
about a principal (usually an end user) between a SAML authority, known as an ldentity Provider, and
a SAML consumer, known as a Service Provider. SAML 2.0 enables web-based, cross-domain single
sign-on (SSO), which helps to reduce the administrative overhead of distributing multiple
authentication tokens to a user.

The Aras Innovator logon may be customized using the SAML 2.0 Authentication Plugin described in
this section. This plugin provides a way to use external identity providers by the SAML 2.0 protocol
for Aras Innovator. The customization requires changes in the OAuth server configuration to enable
the SAML 2.0 authentication plugin.

The SAML 2.0 protocol includes the following:

¢ An identity provider authenticates users and gives the service provider an authentication
assertion if successful.

» A service provider relies on the identity provider to authenticate users. The OAuth server acts
as a service provider in the system.

The following steps outline the high-level process of SAML2 authentication configuration:

1. Configure external identity provider (e.g., add application registry).

2. Add Transformations for the Aras.OAuth.Server.Plugins.Saml2Authentication plugin and
the GenericUserMapper plugin.

3. Run CI Pipeline and Deploy Pipeline.

4. Create a user that corresponds to the mapping.

5. Configure access to the external identity provider (e.g., DNS settings).
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Example: Setup of Aras Innovator SAML 2.0 Authentication with Azure as Identity Provider

This section provides an example of configuring a deployment to log in to Aras Innovator using an
external user and the SAML2 protocol. For this Deployment, logging in using a Google account will
be configured.

The following sections outline the process of configuring external authentication.

Configure external identity provider (e.g. add app registry)

For more details, refer to the manual: https://support.google.com/a/answer/6087519 .

The following steps outline the process of configuring the external identity provider:

1. Ensure there is a Google admin account on admin.google.com . The e-mail should be of the
domain which will be used as the Service provider (Aras Innovator). For example, if the
instance is https://domain.com/instance/, the e-mail should be username@domain.com.

2. Log into https://admin.google.com/ .

3. From the left pane, Go to Apps and click Web and mobile apps.

4. Click Add app, then select Add custom SAML Apps.

= n Admin Q,  Seanch for users, groups or settings
Wb and mohils appe
(&l Home
HE D hibcsand
o Apps 1 &dd apn
voAh Direciony
s [B Devices + i Saarch for apps
B aps
(] Mame ®  hpoivnie Android app Liset eccens
o m A dd pereite Ardroid web app O for oarpons
¥ Google Workspace
Additional Google sorvices Add pusiom SARIL HZVIZ'-.\I
!
‘Wb and mobils apps
Googhe Wik spaie
Al el et s

5. Fill in the App details.
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X Add custom SAML app

Dpfion 1; Dowrnicad P metsdals

Opiion I Cogy the S50 URL. entity 1D sl cordifcats

foophe NS 55 1001Y_LARL D £ n =

6. Click the Continue button.
7. Download metadata on the computer and copy Entityld (download the signing certificate, if
required).

©2026 Aras Corporation All Copyrights Reserved % 120



Aras DevOps
Release 1.12

Dption 1: Download P metadata

Dption & Copy the S50 URL, emiity ID, and coriile st

1 LR

8. Click the Continue button.
9. Enter the ACS URL for the instance. For example, https://{OAuthServerURL}/Saml2-
AzureAD/Acs.
10. Enter Entity ID for the instance. For example, https://{OAuthServerURL}/Saml2-AzureAD/.
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Service provider detaila

hips Qi Sener IR Sami2-AzureAD Acs

hitps.f {0AuthServerURL] Saml? -AzursAly

U

Mame I

EMAIL

Eeasic: Infonmation = Primary emsdl

HACK CANCEL

11. Click the Continue button and save.
12. Click Apps, click on Web and mobile apps, and check if user access is ON for everyone.
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13. Click Add Mapping and change mapping options to receive the correct claim after logging into
Google.
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14. Go to the Home Tab, and in the Users section, assign users to log in.

Refer to the following Microsoft link about configuring Azure as an identity provider:
https://learn.microsoft.com/en-us/entra/identity/enterprise-apps/add-application-portal-setup-sso .

Add transformation for Aras.OAuth.Server.Plugins.Saml2Authentication plugin and for
Aras.OAuth.Server.Plugins.GenericUserMapper plugin.

To turn on Aras Innovator SAML 2.0 Authentication, update the OAuthServer.Plugins.json settings
with the Transformation mechanism using JDT Transformation.

The readme file in the TransformationsOfConfigFiles folder of the Work Repository in Azure DevOps
contains more information.

The values of the required parameters can be obtained from the Configure external identity provider
section.

The OAuthServer.Plugins.json file must be added to TransformationsOfConfigFiles/OAuthServer of
the Repository.
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The file should contain the JDT Transformation of the configuration of
Aras.OAuth.Server.Plugins.Saml2Authentication and
Aras.OAuth.Server.Plugins.GenericUserMapper plugins.

The following is an example of JDT Transformation using OAuthServer.Plugins.json file:
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"@jdt.merge": {
"@jdt.path": "$.['OAuthServer.Plugins']",

"@jdt.value": [

"Name": "Aras.OAuth.Server.Plugins.Saml2Authentication",
"Enabled": true,

"Options": [

"AuthenticationType": "Saml2-AzureAD",
"DisplayName": "Saml2 Google",
"ServiceProviderOptions": {

"EntityId": "https://{OAuthServerURL}/Saml2-AzureAD/"

3
"IdentityProviderOptions": {

"EntityId": "https://accounts.google.com/o0/saml2?idpid=C02cQu5vx",

"MetadataSource": "MetadatalLocation",

"Metadatalocation": "/secure_files/sit_GoogleIDPMetadata.xml"

Y
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"Name": "Aras.OAuth.Server.Plugins.GenericUserMapper",
"Enabled": true,

"Options": [

"AuthenticationType": "Saml2-AzureAD",
"InnovatorUserNameFormat": "{username}",

"ClaimActions": [

"ActionName": "CreateFrom",
"ActionOptions": {
"ClaimType": "username",
"SourceClaimType": "http://schemas.xmlsoap.org/ws/2005/05/identity/claims
"ReplacePattern": "@.+",
"Replacement": "",

"PatternOptions": [ "IgnoreCase", "Singleline" ]

3

"ActionName": "Vvalidate",
"ActionOptions": {

"ClaimType": "username",
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"AllowPattern": ".+",

"DenyPattern": "Aadmin$|Aroot$|Avadmin$|rauthadmin$|resadming”,
"PatternOptions": [ "IgnoreCase", "Singleline" ]

}

This Transformation of the Saml2Authentication plugin describes the basic minimum flow with
metadata as a file and Entityld as a URL. The Entityld of the ServiceProviderOptions should contain
a URL to the Saml2-AzureAD endpoint of OAuthServer. The Entityld and metadata file should be
configured based on information provided by identityProvider.

More information about SAML configuration can be found in the SAML2 Authentication Plugin
Configuration section.

This Transformation of the Generic User Mapper plugin signifies that the value received from the
Identity provider (in this case, e-mail) will be transformed in the CreateFrom action, cutting out
everything after and including the @ symbol. The Validate section will check if the resulting value
equals the username that exists in Aras Innovator and pass the user to the Authentication plugin to
authenticate.

1. Important
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Since the username field in Aras Innovator is limited by the number of symbols, mapping
should consider this limitation.

Refer to the Generic User Mapper section for more information about Generic User Mapper
configuration.

The above example demonstrates one of the basic SAML2 flows using a file configuration of Entityld
and Metadata.

Following SAML2 flows are also supported:

o Configuration with URLs to an external provider.
» Configuration with external files, such as certificates and metadata files.

For more details about configuration with external files, refer to the Configuring Secure Files section.
Commit Changes and Run Pipeline

Once all the changes are complete, commit the changes, run the CI Pipeline, and deploy the
Pipeline.

Create a User for Corresponding Mapping

Login to the Aras Innovator instance as an administrator and create a user according to the mapping
strategy. For example:

The Login Name will be the username of the e-mail address, which is the prefix of @.
& User Name 7 [

- - A A

Usger

Legin Hame First Mame Last Name Compary Mame

LrisdiflaTeE Usen HNarse

Paxnwors Fmuail Teleghone Maid Siop
ssemanse{Ixiorsin cam

Coivliom Password Fam Hoame Fhoee Ficmire
Cell Pager

Logon Frabied

Staring Fage Emplioyes 8 Manager

Cotaut Vit Working Direcinny

mfay®
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Configure access to the external identity provider (e.g., DNS settings)

If Google requests domain verification, please follow the provided instructions.

The following steps outline the process of configuring the communication between Google and the
domain:

1. Open domain settings in admin.google.com and fill in the required properties. For more details,
see the Configure External Identity Provider section.

2. Open the Azure portal DNS settings and follow the Google instructions about adding MX
records for the domain to make the domain verified. Two records were added to DNS settings.

devsaas214-nprd-01

W Dekste Fn Users B Metsdata
daviaasd 14 nped- 1 grs.arasga.com

Ty

TTL® TTL ishit

i

Preference Mail eachange
1 SMTP.GOOGLECTM

15 WHIGALAGACIFRS CZERROPRTIMABY EWEAZ4ZVER KMNHLTERCSAS 20 MK-VEREICATID.. **"

3. Continue verification in admin.google.com .

After following all the above steps, the login should be successful. For more details, refer to the
SAML2 Authentication Plugin Configuration section.
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Configuring Secure Files
The following steps outline the high-level process of using the certificates during deployment:

1. Upload a certificate to secure file storage.
2. Configure file permissions for Pipeline.
3. Add a Transformation with a link to the certificate.

File names must begin with one of the following CI prefixes to specify the environment in the
Continuous Integration Pipeline where the files are used: SIT, UAT, STG, or PROD. For example,
SIT-SAML.pem. File names not starting with one of these designated prefixes will be ignored.
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Upload a certificate as a secure file
The following steps outline the process of uploading a certificate as a secure file:

1. After uploading a certificate as a secure file in Azure DevOps, expand Pipelines.
2. Select Library.

3. Select the Secure files Tab.
4. Click the + Secure file button.

2] Arure DevDps
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[ Variabie groups| Secune s t S di
oo
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o rpeiines 1

i Pipsines
A ernonments

B i

B Libeary 2

W Tk groupe

T Deployment groups
o e Pl

! armtacts

5. Click Browse... button and select the secure file.

Cancel

6. Click Ok.
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SIT-TAML pam
PETIE

e

The file will be available in the list of secure files. If needed, click + Secure file again to add another
file.
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Configure File Permissions for a Pipeline
The following steps outline the process of configuring file permissions for a Pipeline:

1. Click on the file name to open file properties.

a saIArau + Libwary
Chaividm Variable groups  Secuie e t Seoure Tl

Repas SIT-SAMLpem
o
‘ Pipeline
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T Deployment oroups
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T

2. Click the Pipeline permissions Tab, the ellipses button, and select Open access from the

menu.
+  Library © SIT-SAMLpem 1
S 0 ooy B gk wwd vy (0 Help
Secure file
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ST-TALpen
Properties SIT-S ML pem i
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3. Click the Open access button to allow Pipelines to download the file.
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Once the permission has configured successfully, close the window.
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4. Add the certificate file name to a configuration file. This allows the file to be used in Pipelines.
Click Repos and open the TransformationsOfConfigFiles/environment-specific-secrets.yaml
file.

5. Click the Edit button.
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6. If the secure_files section is missing, add the file name to it. To have a valid YAML file, all
indents should be the same as in the screenshots below.
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7. Click the Commit button.
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8. Set the Comment to Commit (use the default Commit Message) and click the Commit button.
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Add a Transformation with Link to Certificate

The following steps outline the procedure for adding a Transformation with a link to the certificate:

1. Add the Transformation file for the following file to the Repository:
TransformationsOfConfigFiles/OAuthServer/OAuthServer.Plugins.json

For more information about setting up SSO, follow the steps in the Example: Setup of Aras
Innovator SAML 2.0 Authentication with Azure as Identity Provider section.

2. Set the content to the Transformation file with links to secure files. An example follows:
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"@jdt.merge": {
"@jdt.path":"$.['OAuthServer.Plugins']",

"@jdt.value": [

"Name":"Aras.OAuth.Server.Plugins.Saml2Authentication",
"Enabled": true,

"Options": [

"AuthenticationType":"Saml2-AzureAD2",
"DisplayName":"Saml2 Google with signing",
"ServiceProviderOptions": {
"EntityId":"https://{0AuthServerURL}/Saml2-AzureAD/"
I
"IdentityProviderOptions": {
"EntityId":"https://accounts.google.com/o0/saml2?idpid=C014h6zu2",
"MetadataSource": "MetadataOptions",
"Metadata": {
"SingleSignOnService": {
"Location":"https://accounts.google.com/0/saml2/idp?idpid=C014h6zu2",

"Binding": "HttpRedirect"

iy
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"WantAuthnRequestsSigned":false,
"SigningCertificate": {
"SourceType": "File",

"FilePath":"/secure_files/stg-Google_2029-5-7-91113_SAML2_0.pem"

+

"Name":"Aras.OAuth.Server.Plugins.GenericUserMapper",
"Enabled": true,

"Options": [

"AuthenticationType":"Saml2",
"InnovatorUserNameFormat":"{uid}",

"ClaimActions": [
// Validate uid (default Innovator users are denied).

"ActionName": "Validate",

"ActionOptions": {
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"ClaimType": "uid",
"AllowPattern": ".+",
"DenyPattern":"Aadmin$|Aroot$|Avadmin$ | rauthadming | resadming",

"PatternOptions": [ "IgnoreCase", "Singleline" ]

1. Important

The secure files will be in the secure_files folder. Use the secure_files folder when
configuring the FilePath.

For more information about full flow, refer to the Example: Setup of Aras Innovator SAML 2.0
Authentication with Azure as Identity Provider section.

For more information about configuring the SAML plugin, refer to the SAML2 Authentication Plugin
Configuration section.

For more information about how to map users, refer to the Generic User Mapper section.
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SAML2 Authentication Plugin Configuration

The Aras Innovator login may be customized using the SAML 2.0 Authentication Plugin described in
this section. This plugin provides a way to use external identity providers by the SAML 2.0 protocol
for Aras Innovator. The customization requires changes in the OAuth server configuration to enable
the SAML 2.0 authentication plugin.

Changes in the configuration should be made using a transformation mechanism. For more
information about full flow, refer to the Example: Setup of Aras Innovator SAML 2.0 Authentication
with Azure as Identity Provider section.
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Base Configuration

Metadata for the identity and service providers must be configured to set up the base SAML 2.0
plugin configuration. The metadata contains all necessary information for communication between
the providers.

The following is an example of the base SAML 2.0 plugin configuration:

{

"Name": "Aras.OAuth.Server.Plugins.Saml2Authentication",
"Enabled": true,
"Options": [{
"AuthenticationType": "<AuthenticationType>",
"DisplayName": "<DisplayName>",
"ServiceProviderOptions": {
"EntityId": "<ServiceProviderEntityId>"

+
"IdentityProviderOptions": {
"EntityId": "https://idp.example.com"

}
1]

1. Important

Ensure that the JSON is valid. The ',' symbol should appear between configuration
sections. Also, ensure that Options is a JSON array with at least one object.

This configuration example allows to specify the following parameters:

o AuthenticationType: Describes the name of the authentication scheme added to the OAuth
server.

o DisplayName: The label that appears in the Login with dropdown on the Aras Innovator login
page.

» ServiceProviderOptions: The options for configuring the service provider.

o Entityld: The unique identifier of the service provider (required).

 IdentityProviderOptions: The options for configuring the identity provider.
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o Entityld: The unique identifier of the identity provider (required). If Entityld is a URL, it can be
used by the service provider to load the identity provider metadata. If the metadata is not

located by the URL, refer to the Configuring Identity Provider Metadata section to configure the
identity provider metadata.

To make this base configuration work, it is necessary to configure service provider metadata in an
identity provider management system after configuring the identity provider metadata (see the

description of the Entityld property). For instructions, refer to the Configuring Service Provider
Metadata section.

1. Important

[IS must be restarted after installing the SAML 2.0 authentication plugin.
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Configuring Identity Provider Metadata

To use SAML 2.0 authentication, the service provider should know all the relevant information for
communication with the identity provider.

When the identity provider does not provide its metadata by URL to the Entityld property, the location
for the metadata can be specified, or the metadata can be configured manually.

Configuring of Metadata Location

Metadata can be retrieved from the identity provider using a URL or an XML file.

The following example shows the configuration of the SAML 2.0 plugin:

{

"Name": "Aras.OAuth.Server.Plugins.Saml2Authentication",
"Enabled": true,
"Options": [{
"AuthenticationType": "<AuthenticationType>",
"DisplayName": "<DisplayName>",
"ServiceProviderOptions": {
"EntityId": "<ServiceProviderEntityId>"

H
"IdentityProviderOptions": {

"EntityId": "https://idp.example.com",
"MetadataSource": "MetadatalLocation",
"MetadatalLocation": "https://idp.com/metadata"

1]

This configuration example specifies the following parameters:

 ldentityProviderOptions: The options for configuring the identity provider.

o Entityld: The unique identifier of the identity provider (required). It must be the same as the
identifier in the metadata.

+ MetadataSource: The type of source from which metadata will be loaded.

+ Metadatalocation: The location from which metadata will be loaded (required when
MetadataSource has MetadataLocation value). It can be a URL, an absolute path to a local file,
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or an app-relative path.

Configuring Metadata Manually

The SAML 2.0 authentication plugin enables specifying metadata options for the identity provider, if
necessary.

The following is an example of a SAML 2.0 plugin configuration with identity provider metadata
options:

{
"Name": "Aras.OAuth.Server.Plugins.Saml2Authentication",
"Enabled": true,
"Options": [{
"AuthenticationType": "<AuthenticationType>",
"DisplayName": "<DisplayName>",
"ServiceProviderOptions": {
"EntityId": "<ServiceProviderEntityId>"
3
"IdentityProviderOptions": {
"EntityId": "https://idp.example.com",
"MetadataSource": "MetadataOptions",
"Metadata": {
"SingleSignOnService": {
"Location": "https://idp.example.com/sso",
"Binding": "HttpRedirect"

+
"ArtifactResolutionServices": [
{
"IndeX": ll@ll,
"Location": "https://idp.example.com/ars"
}

1
"WantAuthnRequestsSigned": false,

"SigningCertificate": {
"SourceType": "File",
"FilePath": ".\\secure_files\\SigningCertificate.cer"

3]
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This configuration example specifies the following parameters:

 ldentityProviderOptions: The options for configuring the identity provider (optional, like all
child properties).

* MetadataSource: The source type from which metadata is loaded.

* Metadata: The configuration of the identity provider metadata (required if the MetadataSource
has a MetadataOptions value).

+ SingleSignOnService: Describes the authentication request protocol endpoint to which the
user agent delivers the authentication request message or Artifact representing it (required if
Metadata is configured).

¢ Location: The URL where the identity provider listens for incoming sign-on requests (required
if SingleSignOnService is configured). The URL must be written in a way that the client
understands since the client’s web browser will be redirected to the URL. Specifically, this
means that using a host name-only URL or a host name that only resolves on the server's
network will not work.

¢ Binding: The SAML binding supported by the endpoint (defaults to HttpRedirect). Other
possible values are HttpPost and Artifact.

1. Important

Single sign out (SingleLogoutService in terms of SAML 2.0 specification) is currently not
supported.

¢ ArtifactResolutionServices: Zero or more elements that describe indexed endpoints used for
dereferencing a SAML Artifact into a corresponding protocol message.

¢ Index: The non-negative integer that is used to distinguish the possible endpoints.

o Location: The URL to which a requester, having received an Artifact, sends a request for
Artifact resolution (required if ArtifactResolutionServices is configured).

+ WantAuthnRequestsSigned: A value (true or false) that indicates whether the identity provider
wants the authentication request messages to be signed (default is false to support
authentication flow without certificates).

1. Important
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The WantAuthnRequestsSigned value is used together with the ServiceProviderOptions.
The SigningBehavior option is only considered if SigningBehavior has
IfldpWantAuthnRequestsSigned or Always values.

» SigningCertificate: The identity provider's certificate to sign its messages. Refer to the identity
provider certificate configuration description in the Configuring Identity Provider Metadata
section.
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Configuring Service Provider Metadata

The identity provider should have all the information to communicate with the service provider using
SAML 2.0 authentication.

Base configuration of service provider metadata

A complex service provider metadata configuration is not needed. Only two options must be
configured in an identity provider management system: the Assertion Consumer Service URL and the
Service Provider Entity ID:

1. Assertion Consumer Service URL: The URL where SAML assertions are sent after a user
has been authenticated. The URL is composed of the OAuth server URL, authentication type,
and /Acs postfix, e.g., https://server.com/instance/OAuthServer/Saml2-AzureAD/Acs. Suppose
internal and external clients connect to the OAuth server using different URLs. The Assertion
Consumer Service URL should be configured in a used identity provider management system
according to each OAuth server URL.

2. Service Provider Entity ID: The unique identifier most often used as an audience of SAML
assertion.

Important

Case sensitivity is important while configuring the Assertion Consumer Service URL. Make sure that it is in the same registry as
the path where the OAuth server authentication cookie is stored (it is the OAuth server path, e.g., Innovator/OAuthServer from
the Assertion Consumer Service URL example above).

Some identity providers make configuring SAML 2.0 authentication possible using service provider
metadata. This metadata is accessible via the Metadata Endpoint URL, which is composed of the
OAuth server URL and the authentication type, such as
https://server.com/instance/OAuthServer/Saml|2-AzureAD. The next section provides information
about configuring service provider metadata.

Configuring Metadata Options

The following is an example of configuring service provider metadata:
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{
"Name": "Aras.OAuth.Server.Plugins.Saml2Authentication",
"Enabled": true,
"Options": [{
"AuthenticationType": "<AuthenticationType>",
"DisplayName": "<DisplayName>",
"ServiceProviderOptions": {
"EntityId": "<ServiceProviderEntityId>",
"Metadata": {
"CacheDuration": "01:00:00",
"WantAssertionsSigned": true,
"Organization": {
"Names": [
"Aras Corp"
1
"DisplayNames": [
"Aras"
1,
"Urls": [
"https://www.aras.com"
1
"Language": "en"
I
"Contacts": [
{
"Type": "Support",
"Company": "Aras Corp",
"GivenName": "John",
"Surname": "Smith",
"PhoneNumbers": [
"978-806-9400"
1,
"Emails": [
"info@aras.com"

iy
"IdentityProviderOptions": {

"EntityId": "http://idp.example.com"
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1]

This configuration example specifies the following parameters:

« ServiceProviderOptions: The options for configuring the service provider.
* Metadata: The configuration of service provider metadata.

1. Important

All Metadata configuration properties are optional.

e CacheDuration: The time interval during which anyone should cache the metadata presented
by the service provider before trying to fetch a new copy (the default is one hour, 01:00:00).

+ WantAssertionsSigned: The value (true or false) indicating whether the service provider
wants assertions provided by the identity provider signed (the default is true).

¢ Organization: The basic information about an organization responsible for a SAML entity.

« Names: One or more language-qualified names that may or may not be suitable for human
consumption (required if the Organization is configured; at least one item is required).

+ DisplayNames: One or more language-qualified names suitable for human consumption
(required if the Organization is configured; at least one item is required).

¢ URLs: One or more language-qualified URLSs that specify a location to direct a user to
additional information. The language qualifier refers to the material's content at the specified
location (required if the Organization is configured; at least one item is required).

e Language: The language Tag in the xml:lang XML attribute for all Names, DisplayNames, and
URLs (the default language is English, en language Tag).

1. Important

Examples of language Tags are ja (Japanese), de (German), and fr (French). The Tags
for Identifying Languages specification has more information at
https://tools.ietf.org/html/rfc5646.

Contacts: The basic contact information for a person responsible for a SAML entity.
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* Type: The type of contact (the default is Unspecified). Other possible values are Technical,
Support, Administrative, Billing, and Other.

¢ Company: The name of the company for the contact person.

¢ GivenName: The first name of the contact person.

e Surname: The surname of the contact person.

 PhoneNumbers: Zero or more string elements specifying a telephone number for the contact
person.

+ Emails: Zero or more string elements specifying the e-mail address of the contact person.

1. Important

All Contacts configuration properties are optional.

Loading Metadata to the Identity Provider

The service provider's metadata endpoint is inaccessible to the identity provider because it is located
on localhost. In this case, service provider metadata (configured in the Configuring metadata options
section) can be downloaded from the Metadata Endpoint URL, saved as an XML file, and imported to
the identity provider's side.

If the service provider's metadata endpoint URL is accessible from the identity provider's side, the
URL can be configured in an identity provider management system.

The base plugin configuration is completed after the service provider metadata is loaded in the
identity provider.
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Configuring Certificates
The service and identity providers can use certificates to make communication more secure.
Configuring Identity Provider Signing Certificates

The identity provider can use a certificate to sign its messages. The certificate can either be loaded
from a file or the Certificate Store.

The following is an example of configuring signing certificate loading from a file:

"IdentityProviderOptions": {

"MetadataSource": "MetadataOptions",
"Metadata": {
"SigningCertificate": {
"SourceType": "File",
"FilePath":
" \\secure_files\\SigningCertificate.cer"

This configuration example specifies the following parameters:

¢ SourceType: The source type for certificate loading. It can be either File or CertificateStore.
¢ FilePath: The path to load the certificate from. The path is relative to the execution path of the

application.

The following is an example of configuring signing certificate loading from the Certificate Store:
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"IdentityProviderOptions": {

"MetadataSource": "MetadataOptions",
"Metadata": {

"SigningCertificate": {
"SourceType": "CertificateStore",
"StoreLocation": "LocalMachine",
"StoreName": "My",
"FindType": "FindBySubjectDistinguishedName",
"FindValue": "CN=CertificateSubject",
"ValidOnly": true

This configuration example specifies the following parameters:

e SourceType: The source type for certificate loading can be either File or CertificateStore
(required if SigningCertificate is configured).

o StoreLocation: The location of the store to search for the certificate (required if SourceType
has CertificateStore value). There is no default value for the property. Possible values from the
System.Security.Cryptography.X509Certificates.StoreLocation enumeration are CurrentUser
and LocalMachine.

« StoreName: The name of the certificate store to search for the certificate (required if
SourceType has CertificateStore value). There is no default value for the property.

Possible values from the System.Security.Cryptography.X509Certificates.StoreName enumeration
are AddressBook, AuthRoot, CertificateAuthority, Disallowed, My, Root, TrustedPeople, and
TrustedPublisher.

Important

It is recommended that the identity provider's certificate be kept in the "Other People" store, which is specified by the
AddressBook enumeration value.

¢ FindType: The value type from the findValue property that will be used to find the certificate
(required if SourceType has CertificateStore value). There is no default value for the property.
The following values from the System.Security.Cryptography.X509Certificates.X509FindType
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enumeration are supported: FindByThumbprint, FindBySubjectName,
FindBySubjectDistinguishedName, FindBylssuerName, FindBylssuerDistinguishedName,
FindBySerialNumber, FindByTemplateName, FindByApplicationPolicy, FindByCertificatePolicy,
FindByExtension, FindByKeyUsage, and FindBySubjectKeyldentifier.

Important

For security, the FindBySerialNumber enumeration value is recommended.

* FindValue: The search term (string) to find the certificate (required if SourceType has
CertificateStore value). There is no default value for the property.

+ ValidOnly: Value (true or false) indicating that the certificate that will be loaded must be valid
(the default is false).

Important

The certificate is validated on expiration, correct signature, trusted root certificate, and other parameters from the base
certificates chain policy. Refer to base policy errors: https://docs.microsoft.com/en-us/windows/win32/api/wincrypt/ns-wincrypt-
cert_chain_policy_status#members.
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Additional Authentication Options Configuration

The SAML 2.0 authentication plugin allows configuring the authentication process by specifying
additional options (not related to metadata and certificates).

The following is an example of a SAML 2.0 plugin configuration:

{

"Name": "Aras.OAuth.Server.Plugins.Saml2Authentication",
"Enabled": true,
"Options": [{
"AuthenticationType": "<AuthenticationType>",
"DisplayName": "<DisplayName>",
"ServiceProviderOptions": {
"EntityId": "<ServiceProviderEntityId>"
"OQutboundSigningAlgorithm": "Sha256",
"SigningBehavior": "IfIdpwantAuthnRequestsSigned",
"NameIdPolicy": {
"AllowCreate": true,

"Format": "Persistent"

+

"RequestedAuthnContext": {
"ClassRef": "urn:oasis:names:tc:SAML:2.0:ac:classes:Password",
"Comparison": "Minimum"

}

+

"IdentityProviderOptions": {
"EntityId": "https://idp.example.com",

1]

This configuration example specifies the following parameters:

¢ OutboundSigningAlgorithm: The signing algorithm for metadata and outbound messages
(the default is Sha256). The algorithm is used for both service and identity providers. Other
possible values are Sha514, Sha384 and Shal (case-insensitive; full algorithms signatures are
also supported).

« SigningBehavior: The signing behavior of generated authentication requests (the default is
IfldpWantAuthnRequestsSigned, sign authentication requests if the identity provider is
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configured for it using its WantAuthnRequestsSigned property). Other possible values are:
Always (always sign all authentication requests) and Never (never sign any authentication
requests).

+ NameldPolicy: Controls the generation of the NamelDPolicy element in authentication
requests to manage the name identifier returned in the subjects of assertions. The name
identifier can be used to map an external user to an Aras Innovator user.

+ AllowCreate: A nullable value (true or false) indicates whether the identity provider is allowed
while fulfilling the request to create a new identifier to represent the principal (the default is null,
meaning that the attribute is not included in generated authentication requests). When false,
the requester constrains the identity provider to only issue an assertion to it if an acceptable
identifier for the principal has already been established.

+ Format: The requested format of NamelDPolicy for generated authentication requests (the
default is Transient). Other possible values are: NotConfigured, Unspecified, EmailAddress,
X509SubjectName, WindowsDomainQualifiedName, KerberosPrincipalName, Entityldentifier,
and Persistent.

Important

Setting this parameter does not guarantee returning the NamelD in a specified format. Some identity providers may ignore
the format of NameldPolicy. If Transient format is specified, it is not permitted to specify AllowCreate according to the SAML 2.0
specification.

* RequestedAuthnContext: Specifies the authentication context requirements of authentication
statements returned in response to a request or Query.
ClassRef: The URL reference identifying authentication context classes or declarations. It can
be a full URL or a single word if one of the predefined classes is used in the SAML 2.0
Authentication context specification.

Important

Refer to section 3.4 of the SAML 2.0 Authentication context specification for predefined classes: http://docs.oasis-
open.org/security/saml/v2.0/saml-authn-context-2.0-0s.pdf.

« Comparison: The comparison method used to evaluate the requested context classes or
statements (the default is Exact). Other possible values are Minimum, Maximum, and Better.
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Aras Innovator User Setup

A user Item with the required login_name must exist in the Aras Innovator database with
logon_enabled set to true to use an authentication plugin with a mapper plugin. The user’s
login_name must match the username received from the identity provider implemented in SAML 2.0.

Log in as an Authenticated User

To log in as a SAML 2.0 authenticated user, a user must select the name of the configured SAML 2.0
identity provider from the Login with drop-down menu, which presents this Login screen:

aras__

~ INNOVATOR

Press the Continue button to be redirected to the identity provider’s login page.

Log in as a Standard User

To log in as a standard user, a user must select local authentication from the Login with drop-down
menu (the default display name is “Aras Innovator”), which presents this Login screen:

Switching Between Logon Types

For end-user convenience, the Aras Innovator login screen caches the login method (SAML 2.0 or
Standard) using cookies. To return to the logon mode selection dialog, add the prompt query
parameter with a select_account value to the application URL.
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Another option is to clear Aras.OAuth.Preferences.AuthenticationType and
Aras.OAuth.Preferences.Database cookies.
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Generic User Mapper

Aras Innovator has the flexibility to provide many options to administrators when controlling the
maintenance of user logins by providing multiple external authentication options. A User Mapper
must be created for each external authentication that maps an external user to an Aras Innovator
user. Each external authentication has its own user format, so it is important that the User Mapper
can handle any user format. The Generic User Mapper can flexibly configure mapping an external
user to an Aras Innovator user for multiple authentication types.

The Generic User Mapper customizes the user mapping process during external login. This plugin
provides a flexible configuration that allows it to be used with any authentication type.

A Transformation mechanism can be used to make changes to the configuration. For more
information, refer to the Example: Setup of Aras Innovator SAML 2.0 Authentication with Azure as
Identity Provider section.
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GenericUserMapper Plugin Configuration

The GenericUserMapper plugin can be configured for multiple authentication types. Each
authentication type mapping should be configured in a separate options object.

Below is an example of the GenericUserMapper plugin configuration for multiple authentication

types:
{
"Name": "Aras.OAuth.Server.Plugins.GenericUserMapper",
"Enabled": true,
"Options": [
{
"AuthenticationType": "<AuthenticationTypeil>",
"InnovatorUserNameFormat": "{<Claim1>}"
+
{
"AuthenticationType": "<AuthenticationType2>",
"InnovatorUserNameFormat": "{<Claim2>}"
1
}
Important

Ensure the Options is a JSON array with at least one object.

The plugin allows users to specify the following parameters for the options object:

¢ AuthenticationType: The name of the authentication scheme registered in the OAuth server
for which these mapping options should be applied (this value should correspond to the
AuthenticationType value of the authentication plugin).

¢ InnovatorUserNameFormat: A username format string that consists of fixed text intermixed
with named placeholders. A placeholder is a claim type that appears enclosed in braces. The
result is a string where the corresponding claim value replaces each placeholder. An example
of a username format string is:

"Prefix_{<Claimi>}_ {<Claim2>}_Postfix"
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Important

The maximum length of Aras Innovator username is 32 characters, so be aware of this when configuring
InnovatorUserNameFormat.

o ClaimActions: Actions that should be performed on Claims before generating a username
based on InnovatorUserNameFormat.

Claim Actions Configuration
Claim Action Configuration objects contain the following settings:

¢ ActionName: Name of action.
¢ ActionOptions: Action configuration.

The GenericUserMapper plugin supports the following types of actions:

¢ CreateFrom: Creates new claim from a value.
¢ Validate: Allows or denies claim values.

CreateFrom Action

The CreateFrom action allows users to get a value from one claim, edit it using a regular expression,
and save it in a new claim.

The CreateFrom action configuration contains the following options:

¢ ClaimType: Type of new claim where a new value is set.

* SourceClaimType: Type of claim where a value should be used.
+ ReplacePattern: The regular expression pattern to match.

+ Replacement: The string to replace the match.

o PatternOptions: Options for matching.

Important

Supported PatternOptions values are described at https://docs.microsoft.com/en-
us/dotnet/api/system.text.regularexpressions.regexoptions#fields.
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The CreateFrom action uses the following algorithm:

1. Get the value from SourceClaimType claim.

2. Apply the regular expression from ReplacePattern with matching options from PatternOptions.
3. Replace the matched value with Replacement.

4. Save the new value in a new ClaimType claim.

The following is an example of configuring a CreateFrom action, which takes the value from the
claim http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress, replaces all text after at
inclusive with an empty string, and saves the new value in claim username:

{
"ActionName": "CreateFrom",
"ActionOptions": {
"ClaimType": "username",
"SourceClaimType": "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress",
"ReplacePattern": "@.+",
"Replacement": "",
"PatternOptions": [ "IgnoreCase", "Singleline" ]
}
}
Important

Only the full format of claim types is supported. To validate regular expressions with different values, it is recommended to use
regex tools which are available online.

Validate Action

The Validate action enables users to verify a claim value by checking it against specified allow and
deny regular expression patterns.

The Validate action configuration contains the following options:

e ClaimType: The type of claim value to be used.
¢ AllowPattern: The regular expression pattern to match allowed values. This option might not
be presented if DenyPattern is set.
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« DenyPattern: The regular expression pattern to match denied values. This option might not be

presented if AllowPattern is set.
« PatternOptions: The list of regular expression options used to find a match.

Important

Supported PatternOptions values are described at https://docs.microsoft.com/en-
us/dotnet/api/system.text.regularexpressions.regexoptions#fields.

The Validate action uses the following algorithm:

1. Get the value from the ClaimType claim.
2. Apply a regular expression from AllowPattern with the matching option from PatternOptions. If

there is no match, an error is returned.
3. Apply a regular expression from DenyPattern with a matching option from PatternOptions. If

there is a match, an error is returned.

The following is an example of configuring a Validate action that allows all values and denies a value
if it is equal to any of the standard Aras Innovator administrators:

{
"ActionName": "Validate",
"ActionOptions": {
"ClaimType": "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name",
"AllowPattern": ".*",
"DenyPattern": "Aadmin$|Aroot$|Avadming|rauthadming|resadming",
"PatternOptions": [ "IgnoreCase", "Singleline" ]
}
}
Important

Only the full format for claim types is supported.

Generic User Mapper Execution
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Claim actions are executed in the same order as defined in a configuration. After executing all
actions, the Generic User Mapper creates a username using the InnovatorUserNameFormat option.

An example follows:

{
"Name": "Aras.OAuth.Server.Plugins.GenericUserMapper",
"Enabled": true,
"Options": [
{
"AuthenticationType": "Saml2-AzureAD",
"InnovatorUserNameFormat": "{username}",
"ClaimActions": [
{
"ActionName": "CreateFrom",
"ActionOptions": {
"ClaimType": "username",
"SourceClaimType": "http://schemas.xmlsoap.org/ws/2005/05/identity/claims
"ReplacePattern": "@.+",
"Replacement": "",
"PatternOptions": [ "IgnoreCase", "Singleline" ]
}
3
{
"ActionName": "Validate",
"ActionOptions": {
"ClaimType": "username",
"AllowPattern": ".+",
"DenyPattern": "Aadmin$|Aroot$|Avadming|rauthadming|resadming”,
"PatternOptions": [ "IgnoreCase", "Singleline" ]
}
}
]
}
1
}
]
}
}

The following is an example of GenericUserMapper plugin configuration for SAML2 authentication:
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"Name": "Aras.OAuth.Server.Plugins.GenericUserMapper",
"Enabled": true,
"Options": [

"AuthenticationType": "Saml2",
"InnovatorUserNameFormat": "{uid}",
"ClaimActions": [
{
// Validate uid (default Innovator users are denied).
"ActionName": "Validate",
"ActionOptions": {
"ClaimType": "uid",
"AllowPattern": ".+",
"DenyPattern": "Aadmin$|Aroot$|Avadming|Aauthadming|resadming”
"PatternOptions": [ "IgnoreCase", "Singleline" ]
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Packaging

Aras Innovator is a low-code platform, which means users can add very little code to achieve
outstanding results rapidly.

Users can also use configuration to express business rules, such as a LifeCycle Map.

When working directly with an instance of Aras Innovator, these changes are stored anonymously
within the system and can reference any other items already in the system and vice versa.

Making such changes directly in a business-critical system serving users is not a good practice. As
mentioned earlier, a central focus of DevOps is instilling the discipline of well-managed solution
configurations, including change management and implementation.

The following sections explain how to export these changes into named Packages, define explicit
dependencies, and commit the changes for proper configuration and version control.

This ensures that the Build System can replicate the swiftly accomplished interactive tasks,
introducing configuration and version control discipline to the low-code product.
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Summary of Modeling
The process of building a new application can be divided into two primary aspects:

o Data modeling (schema)
e Interaction (business rules, UX)

This is done on an existing system with standard products from Aras, Modules from 3rd Parties, or
earlier work by the user’s company for various reasons.

The new applications must consider all the existing work when modularizing, packaging, and
building.

The diagrams below illustrate that the new application can be simple or ambitious.

[MPM] | MRE | | MmSA | | MSM | | M TechDoc |
| Apps RE/5A_ | | Apps RE /5A .. |
e -spesmswenais | | | PMoOTE | [ Pumpena | e
‘ h | Base — properties shared by al |
Simple propenies only and independenl ilesms

The diagram below summarizes the impact of anonymous items in an instance and the effect of
defining, exporting, and providing Packages to the Build System.

Understanding Packaging and Instance Specific Changes

Packaged ltems

| Instance specific ltems |

Package Definition 123 Package Definition 123
L ] Y " L]
7 A 'f'

A v B A \
— . -..\ Fl I'-
1 Export | Impart |/ L —
c D v D
M, Iy
\ w
520 B brpod b Toem
Developing Instance -

Arss Innovalor o Builds from the Repo
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On the left, the user has four items (A, B, C, and D). A and D represent new or modified items
properly packaged, exported, copied, and assigned to the change control system Git. B and C
represent Innovator instance-specific items not intended for use in the next Build and, therefore, are
not packaged.

The Build System then produces the instance on the right. It's important to observe that the Aras
Innovator instance on the right excludes items B and C, showcasing the capability to dictate what
DevOps builds. This capacity to specify what DevOps creates is a foundational element of utilizing
DevOps.
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Review of Packaging Scenarios

Case 1l

Case 1 represents a straightforward addition of properties to standard classes for which the user
must provide forms. Notice the specifications for the Delta Extraction Tool. By default, it is false.

Packaging Scenarios — Case 1

W'l your progect nesds o add proparties to gxisting standard produclion components
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=
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Case 2 represents a situation in which the user needs a relationship between the new Item Types
and the existing Item Types. The user must now define relationships and specify dependencies.

a.9.. Documant and Part

Packaging Scenarios — Case 2

‘Whan your prosect needs bo make references to exsting standard production componanis. by relating (o the axisting items

« K ilema in thesr ongnal AML pacikage
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Package Definition PLM :fr':f:' Enfiainon Deline your naw ilams
Dafine your naw relatonships 10 exsting itams proparty poinkers.
1 PRJ Part Cafing your fonms. Do all this without altering the sxsting ilems
P..t [ ETrreT gy Updabe your imports mi file appropriabely bo indicale your
apEty? depandencies

Builds from the Repo
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Case 3

In case 3, if the user has effectively introduced a circular dependency, it will not be recognized in the
Aras Innovator instance utilized for development. Aras Innovator automatically resolves all the
dependencies since all Iltems are already present. If packaging and modularization are not explicitly
specified, the loading sequence can be misaligned and fail when using a Build System. To avoid
such failures, explicitly specify Packages and their dependencies.

Packaging Scenarios — Case 3

Vhen your project needs to make existing items refenence new properies or ilems in your project
o, Docurmant and Part - Hemp fdema n Fee oogenal AL pechage
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MyPLM Dufirue your remw relationships to axisting ilems proparty poinbers
- | Deefirse your fonms. Do &l this sethaul allenng the existing ilems

Pachage Definiion PLW

m | Fpr—— _ Updals yous wnports mil Hile approprialsly 1o indicals pour
prgty | dependencies
progeert

Builds from the Repo
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Packaging Tools and Methods

The Aras Innovator architecture is designed to customize standard Aras Solutions/Apps and build
custom Solutions.

Solution Packaging is the mechanism that allows Solution Developers to register customizations in
Packages so they can be extracted and transported to other Aras Innovator installations, such as
from a development environment to a test environment.

The Items are organized into Packages. A Package element (identified by its GUID) cannot be
added to multiple Packages. To facilitate identification, folder names should be aligned with the
Packages they contain.

It is recommended to use packaging when creating items, lists, properties, etc., in an Aras Innovator

instance since the packaging is mandatory for use in CI/CD. Packages can be exported and

imported.
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A newly installed Aras Innovator database contains Package Definitions of two types:

o Core Packages: These Packages define the basic structure of every Aras Innovator database,
regardless of what solutions are used. Core Packages are not meant to be overwritten or
customized.

+ Solution Packages: These Packages define the elements that comprise the definition and
functional rules of different custom data models created in the project context.
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To learn about Standard Solution Packaging Tools, refer to the Standard Solution Packaging Tools
Appendix.

The following section provides an illustration related to the topic discussed above.
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Create and Manage New Application

Customization in Aras Innovator can consist of modifying existing applications and creating new ones
to solve custom business needs. This section describes the main steps that will need to be taken.

A new application normally results in a new AML Package with its own Package Definition. The
Package Definition contains all changes made to instances of Aras Innovator.

The process of creating a new Package requires several steps:

1. Create a new Package.

2. Export the Package to the file system, locate the results properly in the Repository directories,
and update the manifest file to include not only the existing Packages but also the newly added
ones.

3. Assign the new and modified files to the Git Repository with Commit or Stage, including the
manifest file.

4. If a new Package is created, it is recommended to use Java naming conventions for Packages

(lowercase and dots indicating a hierarchy) and align folder names with the Packages they
contain.

Important

When a user updates any Repository sections, the new or modified files must be staged or committed to become part of the
next Build.
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Creating a Package Definition

To set up a new application in Aras Innovator, the user must create a Package by creating a
Package Definition with its dependencies and then exporting the Package.

In this case, the manifest file for the import must be adapted and needs to be committed or staged to
the Version Control System.

her l LocalRepo

The following steps outline the process of creating a Package Definition:

1. Login into the Aras Innovator instance.

2. From the Table of Contents, expand Administration and Configuration, then select
PackageDefinitions.
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3. Click Create New PackageDefinition.

« W PackageDefinitions L

{:} Creale New PackageDelinition

Search PackageDefinitions
e

| 4 Quick Search

4. On the PackageDefinition Form, enter the name of the PackageDefinition. For example,
com.aras.training.sde.

B PackageDefmiti, *

W/ com.aras.training.sde

|@I Save Delete

PackageDefnition

F;-:-as g st ]

PackageGroup PackageDependsln
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5. Create a test Item and add it to the new Package.
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Export Package and Update the Imports Manifest File

The Manifest file describes the list of Packages that will be imported during solution deployment and
the dependencies between them. A Custom Package must be included in the manifest file when it is
created and imported during project deployment.

The following steps outline the process of exporting and updating the Imports Manifest File:

1. Export the new Package.

2. Open the resulting manifest file. Copy the Package Name from the import.mf file. For example:
1. <package name="com.aras.training.sde" path="sde\Import" />

3. Open the manifest file from the Local Repository: C:\{Working Directory)\AML-packages.

4. Paste the code copied in step 2 inside the import.mf file in the Local Repository.

For example:

<imports>

<package name="com.aras.training.sde" path="sde\Import">
<dependson name="com.aras.innovator.solution.ApplicationCore" />
</package>

</imports>

5. For cleanup, delete the test item, the only item in the Package com.aras.training.sde.
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Confirming Manifest Changes in Version Control System

Verify the modifications made to the manifest file before committing them to the Repository. This
process ensures the changes are accurate and aligned with the contributor’s intentions.

It typically involves checking the status of the Version Control System (VCS), reviewing the
modifications made to the manifest file using the Diff command specific to the VCS, and committing
the changes if they are satisfactory. The exact steps and commands may vary depending on the
VCS which is used.
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Update Repository to Use Single Package

The latest release of Aras DevOps offers all essential Core Packages into a single NuGet Package.
This simplifies the process of creating repositories and ensures that the Core Packages work
seamlessly together.

The following steps outline the process of updating the Work Repository to use the Single Packages:

1. On Azure DevOps, select Repos.

] Azure Devops

B2 ArasSDETraining-PLM-... +

Cverview
B eoards
B repes
& Files

% Commits

Pushes

Branches

& m [@

Tags

(=2-]
[P

Pull requests

2. Click Clone to clone the Repository that needs to be updated. The Clone Repository dialog
box appears with the Repository's clone URL.

Clone Repository *

earc] B

mﬂHl:__H:..l.l_ s n'.r]l.-

Ganarate Git Credentials

= Clomein Vi Coda -
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3. Copy the clone URL (HTTPS or SSH). An example URL:
https://dev.azure.com/{organization}/{project}/git/{repository}. Use any Version Control Tools
required to clone the Repository.

4. Find the option to clone or create a new Repository in the Version Control Tool's interface.

5. Paste the clone URL copied from the Azure DevOps project.

Browse to the destination directory to clone the Repository.

Optional: Depending on the tool used, additional configuration options are available during the
cloning process. This could include selecting Branches, specifying authentication credentials, or
choosing the desired clone depth.

6. Click Clone within the Version Control Tool.

7. Open Windows PowerShell as Administrator.

8. Run .Irepo-init.ps1 command for initializing the Repository with Initial Packages.

9. To identify the source name of the Package that points to the NuGet feed containing the Single
Package, run the Get-PackageSource command.

For the correct update, a list of Single Package Dependencies is required. The list will be compared
to the individual Packages specified in the AutomatedProcedures/tools/packages config file.

10. Remove-Module -Name “Aras.Devops” -Force
11. Install-Module -Name “Aras.Devops” -RequiredVersion <new version>
12. Import-Module -Name “Aras.Devops” -RequiredVersion <new version>

13. To get dependencies of the NuGet Package, run Find-Package -Name
"Aras.Saas.DevOpsFramework.Msi" -RequiredVersion "<single package_version>" -Source
<package_source_name> -IncludeDependencies | Select Name
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14. Navigate to the Local Repository and select the AutomatedProcedures file.
15. Click Tools and open packages.config file.
16. Locate the dependencies identified in step 10 and remove them from the packages.config file.

The following screenshot presents an example of the packages.config file with all Single Package
Dependencies:

fxml varsion="1.0" ancoding="atf-g8"3>

"REARE. IOM" Ve iop="14.0.16.301023" />

"hras.Cet.InnovatorConfiga” version="14.0.15.36102" />
id="Aras.DeltaExtraction.Commandline” wer=icn="1.0.0.207 /=
i="Aras.Deployment . Fool" verzion="1.2.0.221" />

"Aras . Update . Omd™ ve =n1.22.1328% /> Sarsgh
"hras ConsolsUpgrada” verslon=*14.0,17.38577" /> T ks
f="Aras.LangquageTool” version="14.0.17.3B8577" [&» Deeprencieraes
f="Aras.Crt.Cora” version=vl.2.0.13732" />

“hras.Mant.fhim" wersion="1.2.0.13732% />

The following screenshot demonstrates the example of the packages.config file after the
dependencies are removed:

<%xml version="1.07 sncoding="utf-B"3F>

ckage id="Aras.IOM" version="14.0.15.38102" />
cka ld="heas.Cet. InnovatarConfigs" wersion=v14.0.15. 38102 />
I="Aras.Saas.DevOpsEramework.Msi" wersion="1.2,0.13823" m-

17. To restore the new Packages list with dependencies from NuGet, open Windows PowerShell
as Administration and run the following command: Restore-ArasDevopsPackages -
WorkRepository "<path_to_work_repository>"

Add the Work Repository path as a parameter. Ensure that the command is executed successfully
and no errors appear in the console.
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1. Important

The init.psl, update.psl and cleanup.psl scripts are executed (if present) only for
Packages with names starting with Aras*.

18. Verify any changes to NuGet Packages by checking the output of Restore-

ArasDevopsPackages -WorkRepository "<path_to_work_repository> command on Window
PowerShell console.

This display indicates which Packages have been added, updated, or deleted in the Work
Repository:

KiGel packages added to the work pepoaitery a2 a result of "Restore-ArasDevopsPackages’ call:

Kape eralor

KuGet packages updated in the work repository as a result of 'Rastors-ArasDevopsPackages' call!
Kane Hewversion OldVer=iom

Ara=.Crt.Core

Aras.Mant.Shim

19. Commit the changes using the required Version Control System.
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Update Repository to New BDS Version

The update process depends on your current BDS version. Follow the flow that matches your
scenario:

1. Updating from BDS 1.11 to higher versions.
2. Updating from older versions to BDS 1.11 or higher.
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Updating from BDS 1.11 to higher Version

Local Development Environment initialization

1. Clone the repository and check out the branch (See Cloning_Repo to Local Working_Directory )
2. Open Windows PowerShell as Administrator.
3. Run ./repo-init.ps1 command for initializing the Repository with initial Packages.

Run Update-ArasDevops Framework Version cmdlet

1. Open Windows PowerShell as Administration and run the following command:
Update-ArasDevopsFrameworkVersion -DevopsFrameworkReleaseVersion "{BDS simy

{Work Repository path} - should be replaced with the Work Repository path.
{BDS simple version} - should be replaced with the new BDS version you want to use, for
example:

Update-ArasDevopsFrameworkVersion -DevopsFrameworkReleaseVersion "1.11" -Re

2. Verify Success:
Ensure the command is executed successfully and no errors appear in the console.
Confirm a new commit is added, containing at least:
o An updated single package version in AutomatedProcedures\tools\packages.config
o An updated DevOps.Framework.Version in
AutomatedProcedures\Default.Settings.include

©2026 Aras Corporation All Copyrights Reserved % 184



Aras DevOps
Release 1.12

Updating from older versions to BDS 1.11 or higher

The following steps outline the process of updating the Work Repository to use the new version of
DevOps package:

1. Local Development Environment initialization.

2. Determine the version of Aras DevOps to install.

3. Update version of the Aras DevOps PowerShell module.
4. Run Update-ArasDevopsFrameworkVersion cmdlet.

Local Development Environment initialization

1. Clone the repository and check out the branch (See Cloning_ Repo to Local Working_Directory )
2. Open Windows PowerShell as Administrator.
3. Run .Irepo-init.ps1 command for initializing the Repository with initial Packages

Determine the version of Aras DevOps to install

1. To identify the source name of the DevOps package that points to the NuGet feed containing
the DevOps package, run the Get-PackageSource command.

PS C:\Projects\NewRepo\Work\Work.ruchira.walavalkar\Work> Get-PackageSource
Name ProviderName IsTrusted Location
nuget.org uGet False

ifacts.aras.com L True ttps:/, . ure

ry 0 ] False tps: / /wwm wellgallery

azure.artifacts.aras.com ( True

2. Run of the following commands to find last released version of DevOps package:

Find-Package -Source azure.artifacts.aras.com -Name "{package_name}" -Prov]

where "{package name}" can be Aras.Saas.DevOpsFramework.Msi or
Aras.Saas.DevOpsFramework.Aicd or Aras.DevOpsFramework.SaaS3 based on current name
of the package used in AutomatedProcedures\Tools\packages.config
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As a result, command will return the latest version:

Note down received version and use it during update instead of "{new version}".

Update version of the Aras DevOps PowerShell module

1. Remove the current installed Aras DevOps Module: Run the following command to remove
old module in the Windows PowerShell :

Remove-Module -Name "Aras.Devops" -Force

2. Install new version of Aras DevOps Module: It is very important to use the relevant version
of Aras DevOps module as there might be changes inside commands that can be critical for
update, so run the following command to install the new module in the Windows PowerShell:

Install-Module -Name "Aras.Devops" -RequiredVersion "{new version}"

where "{new version}" is version received during Determine the version of Aras DevOps to
install step of this chapter.

3. Import new version of Aras DevOps Module: Run the following command to import new
module in the Windows PowerShell:

Import-Module -Name "Aras.Devops" -RequiredVersion "{new version}"

where "{new version}" is version received during Determine the version of Aras DevOps to
install step of this chapter.

Run Update-ArasDevopsFrameworkVersion cmdlet

1. Open Windows PowerShell as Administration and run the following command:
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Update-ArasDevopsFrameworkVersion -DevopsFrameworkReleaseVersion "{BDS simy

{Work Repository path} - should be replaced with the Work Repository path.

{BDS simple version} - should be replaced with the new BDS version you want to use, for
example:

20. Update-ArasDevopsFrameworkVersion -DevopsFrameworkReleaseVersion "1.11'

2. Verify Success:
Ensure the command is executed successfully and no errors appear in the console.
Confirm a new commit is added, containing at least:
o An updated single package version in AutomatedProcedures\tools\packages.config
o An updated DevOps.Framework.Version in
AutomatedProcedures\Default.Settings.include
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Change Management and Implementation

Aras enforces a strict Solution Configuration Management discipline. The solution includes:

o Standard Aras Innovator Platform: The release is created regularly by Aras Engineering and
tracked with versioning (such as Aras Innovator Release 32; refer to the support matrix in the
Subscriber Portal).

« Standard Aras Innovator Applications: Users can include them with the base Aras Innovator
platform.

» Configuration and Customizations: Specified by the customer and implemented by the
customer and or customer’s agents such as Aras Solution Delivery Services and 3rd Party
Systems Integrators. These include:

¢ Workflow configurations

¢ Reports

o Configurations such as adding new properties to Items

e Forms

 Integrations to various other systems

+ Enhancements (customizations for specific purposes)

The project manages all the above to ensure comprehensive Solution Configuration Management.
Aras Cloud policy requires a project to provide the following approvals to get a specific solution
configuration into production or modify the solution:

e Staging Environment: The Staging Environment allows users to complete final preparations
and checks on a thoroughly tested deployment before it goes into production. It closely mirrors
the production environment and is the last phase before deployment. The project team initiates
requests for provisioning and de-provisioning staging environments for production.

+ System Qualification Approval: The system satisfies requirements as tested in the SIT
environment.

¢ Functional Qualification Approval: The system configuration has been completed and is
acceptable to the user community as tested in the UAT environment.

+ Data Qualification Approval: The system contains the required initial data.

+ Production Qualification Approval: This is approval to go live and an invitation to the user
community to use the system. Testing for this approval is conducted in the preproduction
environment. Solution configuration management pertains to the initial implementation and
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subsequent improvements, bug fixes, and any modifications that change the system’s
configuration.
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Production Countdown Sequence

Aras understands that the need for flexibility during development will interfere with the project's
chosen practices.

However, during the countdown sequence to production deployment, Aras requires a protocol to
ensure a smooth transition and secure the necessary approvals.

Aras focuses on the following Branches:

¢ Development
e SIT

o UAT

e Staging

e Production

As part of the production deployment sequence, Aras mandates that the project team integrate their
release candidate from the Development Branch into the “sit” Branch before deploying it in the SIT
environment.

During deployment, the project team can deploy from any Work (Team) Repository Branch to the
SIT environment to support ongoing testing.

Baseline - N
OOTE Platform

Baseling — N+1
DGTB Platform

) )

3_2‘ J

During the countdown sequence, the change implementation policy requires the project team to
deploy to the SIT environment only from the “sit” Branch. The practice of deploying to SIT only from

76
DE

L
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the "sit" Branch during the countdown sequence helps ensure alignment. The customer is required
to identify the Build for which they approve for System Qualification.

Production Deployment Countdown

Baseling - M Basaling (W+1)

| g

Nukeawa Condsdala

S (Lo e iy

[ Froductien Gusibcaiin Aaprorl
| Dt Grissivhiatiog Aproial |

:'r arciional Jual Mcaten Apzioval
[ Spxiem Canibcanian Rpprassl S

Aras mandates that the project team obtains a System Qualification Approval (SQA) from the client to
conclude SIT testing. This approval signifies that the client is content with the entire solution. All
necessary integrations, SSO connections, CAD, and Office connectors have been established as
needed.

Note that the project team may have identified a release candidate, deployed it to SIT, collected
feedback, and performed remediation to obtain SQA. Aras does not dictate the number of cycles; the
customer just provides SQA before deployment to UAT.

Once the SQA is obtained, the project team immediately asks Aras to initiate the suitable Build
deployment in the UAT environment. The project team should prepare and deploy to the UAT
environment from the "uat" Branch. In collaboration with the client, the project team facilitates a
system review by the end-users, leading towards the Function Qualification Approval (FQA). The
client must provide FQA before Production Qualification Approval (PQA).

In projects involving data migration, the project team must secure Data Qualification Approval (DQA).
To obtain DQA, the project team must request production environment provisioning and necessary
endpoints to run the data import. Once the project team has imported the data, the team must ask
the customer to review the data and approve data quality.
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The project team must request the UAT, staging, and production environments with the customers'
approval. The staging environment is used for importing data from other systems and as pre-
production to perform final testing to secure PQA.
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Branding Customization

Branding customizations enable contributors to use their own logos and banners for Aras Innovator.
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Splash Screen

The following steps outline the process to change the Aras Innovator splash screen:

1. Select a background Image and obtain the customer’s logo to be applied to the splash screen.

1. Important

Contributors need a tool to manipulate SVG images. Use any required tool.

2. In the following directory, add the Background image and Customer logo obtained from step 1:

C:\{working directory}\Instances\dev\OAuthServer\wwwroot\images

3. From C:\{working directory}\TransformationsOfConfigFiles\ directory, modify the
OAuthServer.config file. Notice the location of the file to edit. It is important to do this in the
Transforms folder, as shown in the screenshot below:
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It is best to use the OAuth installation path, ADT_OAUTH_INSTALLATIONPATH,

directly as it may be installed differently.

4. Stage the changes before running the Build scripts.
5. Run the ./IBuildAndDeploy.ps1 script to rebuild Aras Innovator.
6. Notice the changes to the login screen.

aras
NN

A F ok
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Change Banner

The following steps outline the process of updating the banner logo:

1. Navigate to the existing image.
2. Login into the Aras Innovator instance.

3. From the Table of Contents, expand Administration and Configuration, then select Client
Presentation.

Contents

- ddeministration
» Acoess Control
« Configuration

» Graph Navigation

| I Client Presentatian

H Commands

[ Dashbaards

ﬂ Database Upgrades

4. From Client Presentation Table of Contents, click Search Client Presentation.

« = Client Presentation -]

£™% Create New Client Presentation

Q) Search Client Prasantation

5. On Client Presentation Form, click the Search button then click the Global link.

| ' Client Presentation ~ 17

[ o

' L | = |

6. In Command Bar Section Tab, select the row with the Main Window Header label.
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7. Select com.aras.innovator.cui_default.mwh_header_logo.
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8. Notice the existing image. The height is significant for adjusting the customer’s logo to fit while
maintaining conformity with the customer’s branding guidelines.
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9. On the local machine, add the required Customer Logo in the following directory:
C:\{working directory}\Instances\dev\OAuthServer\wwwroot\images
The image should be in SVG format.
10. Navigate to the following folder: C:\{Working DirectoryNAML-
packages\com\aras\innovator\cui_default\CommandBarButton
11. Open the com.aras.innovator.cui_default.mwh_header_logo file.

12. In the com.aras.innovator.cui_default. mwh_header_logo file, do the following:

o Change the action attribute from add to edit.
o Add the CustomerLogo.svg in the image Tag. Ensure that the path is correct.

AL
ften type="CommandBarButicn” Ld="B3KSTHrEErCE2EI992 TIOTOD0IRONIE"
aiditional tar] "rypw=: “isage~; “cssClass”: "aras-header_ loge™, "ALLrIbULes : | "aria-Bhdden=: Lrus | ]<Secddon
[Flrages . Sisages/Customerlogo. svg-/ i=
ElEEr TR T TR e S e

13. Run the ./BuildAndDeploy.ps1 script to rebuild the Aras Innovator instance. The Banner will
now be the new image.
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Appendix I: Local Development Environment Setup

For a contributor to make changes and test them locally, the environment must support the various
deployment elements, such as a development database server.

This section outlines the essential requirements for setting up a local development environment to
make changes. It covers the necessary software, tools, and configurations to create a productive and
efficient development environment. By following the points below, users can ensure that their local
development setup meets the prerequisites for seamless software development and testing.

The preparation of this environment is primarily automated. However, the following tools must be
present before running the scripts:

¢ Windows PowerShell: The minimum required version is 5.1, but the latest version should be
used.

* Chocolatey: https://chocolatey.org/install (version 0.11.0)

+ choco install gitextensions: https://community.chocolatey.org/packages/gitextensions
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Installing Windows Powershell
If Windows PowerShell is not already installed on the system, set up the most recent version.

e To install, visit https://learn.microsoft.com/en-us/powershell/scripting/install/installing-
powershell-on-windows?view=powershell-7.3 .
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Installing Chocolatey using Windows PowerShell
The following steps outline the process to install the Chocolatey tool using Windows PowerShell:

1. Open Windows PowerShell and run as Administrator.

I} WiiRdows Powerihel >
- oo -

b Windows PowerShel

Apps

With PowerShell, please ensure that Get-ExecutionPolicy is not Restricted. Using Bypass is
recommended to bypass the policy to get things installed, or AllSigned for more security.

Run Get-ExecutionPolicy. If it returns Restricted, then run Set-ExecutionPolicy AllSigned
or Set-ExecutionPolicy Bypass -Scope Process.

2. Copy the following command and paste into PowerShell:

Set-ExecutionPolicy Bypass -Scope Process -Force; [System.Net.ServicePointl

3. Wait a few seconds for the command to complete.
4. For more information, please visit https://chocolatey.org/install .
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Installing Git

The recommended minimum Git version is 2.23.0, but use the latest version of Git. Install Git using
either of the two methods below:

« Install Git from the official site, https://git-scm.com/downloads .
¢ Using Chocolatey Package Manager. In PowerShell, type the following command:

choco upgrade -y git
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Installing Azure CLI

To install Azure CLI, visit https://learn.microsoft.com/en-us/cli/fazure/install-azure-cli .
To install the Azure DevOps extension for Azure CLI, visit https://learn.microsoft.com/en-

us/azure/devops/cli/?view=azure-devops .
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Required Specifications
The following specifications are required for Local Development Environments (LDE):

e MSSQL Server 2019 or 2022
The contained database authentication option must be enabled as shown:
sp_configure ‘contained database authentication’, 1;
GO
RECONFIGURE;
GO
e SSMS SQL Server Management Studio 2019 or 2022
The contained database authentication option can also be enabled in SSMS SQL Server
Management Studio.
e MSIIS Server
¢ File difffmerge tool (e.g., Kdiff3)
o Git 2.23 or later (use the latest version).
¢ Git Extensions
e Visual Studio Community (Professional) Edition or above 2019 and 2022
e Visual Studio Code 1.77 or later
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Appendix II: Standard Solution Packaging Tools

The Package Import Export Utilities are provided with every Aras Innovator release.
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Export.exe

This tool is part of the Package Import Export Utilities. The Export Tool allows users to select
Package Elements to export to the file system as XML. These Package Elements can be exported
individually, as part of a Package Group, or as part of a Package Definition.
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Import.exe

This tool is part of the Package Import Export Utilities. The Import Tool allows users to select
predefined manifest files and import the corresponding Package AMLs into a database. In a CI/CD
environment, users do not have to do any imports manually. These will be automated steps triggered
by the relevant CI/CD automation.
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Consoleupgrade.exe

This tool is part of the Package Import Export Utilities. The Console Upgrade Tool is a command-
line version of both the Export Tool and Import Tool described above. The command-line
parameters can be found by typing /? as the command-line parameter. In a CI/CD process, this Tool
Is part of the deployment automation and does not have to be used manually.
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Appendix lll: Adding Applications to a Project

When a project starts, it may wish to use several applications and potentially language Packages.
This section explains how to add an application to the Project Repository. For reference, the following
steps provide instructions for installing a Simulation Management (SM) application. The steps might
differ depending on the user's application to integrate with Aras Innovator.

The following steps outline the process of adding an SM application:

1. Determine the required version for application installation by comparing the current version of
the Aras Innovator with the specified name of the Application to be installed in the Aras Support
Matrix .

it A e st Ve s

el e Dbt Sars Srvemars o e

o L - e ke S e e o e

2. Download the Simulation Management CD image from the Aras FTP site and unzip the file on
the local computer.

3. Copy the Aras Innovator folder to the Repository overwriting the existing \Innovator folder and
all its contents.

4. Copy the content from the Import folder and paste it into AML Packages folder.

5. Update the Import Manifest file. The following line is present in the Import.mf file:

<package name='"com.aras.innovator.solution.SM" path="SM\Import" />

Pxml ver:
Heimgsetas
<package nanes*com.aras.innovator.solution.SM® pathe®sSMYImport® =

<f import

1on="1.0% ar 1l ng="utf=-8" 3>

6. Commit the changes with an appropriate message.
7. Run the .\BuildAndDeploy.ps1 script to ensure that updates build successfully.
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8. After successful execution of the .\BuildAndDeploy.ps1 script, commit and push the changes.
9. Once changes are pushed, create a Pull request (PR) and merge them. For instructions on
creating a PR, refer to the Creating a Pull Request section.
10. The Continuous Integration Pipeline will execute successfully after the merge.
11. Create a Tag on the latest Commit to generate a new Baseline. For instructions, refer to the
Generating New Baseline section.
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Multiple developers use a Central (also called Remote) Repository, allowing each authorized
developer to push and fetch changes from a single source. Although each developer maintains a
local copy of the Repository on their machine, the Remote Repository collects the changes from
everyone on the team. Each developer is responsible for updating or fetching changes from the

Remote Repository regularly.
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Connect to Shared Repository

Adding a Remote Reference allows developers to establish a connection between their Local
Repository and a Remote Repository. It enables developers to push their changes to the Remote
Repository, fetch updates made by others, and synchronize their work with the rest of the team.
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Push Changes to Shared Repository

Pushing changes to a Remote Repository allows the developer to send the local Commits and
updates to the Remote Repository, making them accessible to others working on the project.

Fetch Changes from Shared Repository

Fetching changes from the Shared Repository ensures that the developers have the most recent
code updates, allowing them to incorporate the changes into the Local Branch and maintain a
synchronized codebase.

Managing File Conflicts

A merge conflict occurs when two or more developers make conflicting changes to the same part of a
file. For example, if Developer 1 modifies a function while Developer 2 modifies the same function,
the Version Control System may be unable to determine which changes should take precedence
automatically.

Resolving Merged Conflicts

When working with Git, conflicts can be encountered when merging two Branches. This occurs
when Git cannot automatically merge changes made to the same lines of code in both Branches.
The following steps outline the process to resolve merge conflicts:

1. Open the file(s) that have conflicts.
2. Look for the conflict markers in the file(s), which looks like below screenshot:

££{{£<¢ HEAD

code from the current branch

code from the branch being merged

*»33»355>» branch-name

3. Edit the code to reflect the changes to be kept.
4. Remove the conflict markers from the file(s).
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5. Save the changes to the file(s).
6. Add the modified file(s) to the staging area.
7. Commit the changes.

8. Push the changes to the Remote Repository.
If using a Merge tool like VS Code or SourceTree, it should have a graphical interface to help
resolve conflicts more easily. Launch the tool and follow its instructions to resolve conflicts.

It's important to note that resolving merge conflicts can be a complex and time-consuming
process, especially if there are many conflicts to resolve. It's always a good idea to carefully
review and test changes after resolving conflicts to ensure they work as intended.

Sharing Changes with the Remote Repository

Once the changes are made to the Local Repository and any Merge conflicts resolved, developers
need to share those changes with the Remote Repository. Here are a few Developer responsibilities:

« Commit Changes: It is essential to commit changes locally. Make frequent well-documented
Commits.

* Fetch the Latest Changes: Fetching the latest changes from the Remote Repository is good
practice. This ensures that users have the most up-to-date version of the codebase and
reduces the chances of conflicts.

+ Rebase: Use Rebase to update Local Repository with Remote Repository changes.

¢ Push Changes: Push Local Repository changes to the Remote Repository frequently.

» Verify Changes: After pushing the changes, it is essential to verify that they have been
successfully shared with the Remote Repository.

Using Stash

Stash allows developers to store the modifications, including both staged and un-staged changes, in
a safe place to switch to a clean working directory without losing their work. It provides temporary
storage for their changes, enabling them to seamlessly move between tasks or Branches. Stashing
Is particularly useful when developers are not yet ready to commit their changes or when they want
to work on a different task without the interference of their current modifications.

The following points will explain the process of using stash effectively:
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o Stashing Changes: A common use case for stashing changes is when users make changes to
the working directory that are not yet committed but need to fetch changes from another
developer in the Remote Repository.

¢ Viewing the Stash: Users can view the contents of the stash at any time by using the git stash
list command. Users can also view the stash graphically by reviewing the Revision Graph
diagram.

¢ Applying the Stash Changes: When ready, users can restore the stash into the current
staged snapshot and then commit the changes including the stashed changes.
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Appendix V: Transformations

This section illustrates the transformation to add converters available to the project team. The
platform includes the template shown below. The project team must complete the required changes
idempotently.

The following template is provided:

<?xml version="1.0" encoding="utf-8"?>
<configuration>
<configSections>
<!-- Common converter service configuration -->
<section name="ConversionServer" type="Aras.ConversionFramework.ConversionServer.Configuration.Conver
<sectionGroup name="ConverterSettings">
<!-- Place here class configuration section definitions for converters -->
<section name="ArasCadConverter" type="Aras.ConversionFramework.Converter.Hoops.Configuration.HoopsC
</sectionGroup>
</configSections>
<ConversionServer>
<InnovatorServer url="" />
<Converters>
<Converter name="Aras CAD to PDF Converter" type="Aras.ConversionFramework.Converter.Hoops.HoopsCon
</Converters>
</ConversionServer>
<ConverterSettings>
<!-- Place here configuration sections for converters -->
<ArasCadConverter>
<Application converterPath="${Path.To.Hoops.Converter.Dir}\bin\hoops_converter.exe"/>
<Command arguments="--input_pdf_template_file '${Path.To.Hoops.Converter.Dir}\templates\Blank_Templ
</ArasCadConverter>
</ConverterSettings> </configuration>

The project team must provide information in the transformation file to activate conversion according
to the project's requirements and entitlements.

Below is an illustration of the desired state.
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For more specific information about a specific converter, refer to the relevant product documentation.
This documentation will provide the essential specifications that need to be added.

The steps outlined below demonstrate how to convert the above template into the desired format.

1. Add the namespace specification to the document’s top-level element.
2. Use the Match (name) selector and InsertlfMissing transformation for each section element in
the section group.

Observe that a Build System parameter is utilized in the ConversionServer element. The Build
System generates a comprehensive list of these parameters. Ensure to review this list and use the
parameters associated with the current versions.

sfonversionserver =dt:Transform="Repls it i Loc ator="Xrath( /conf i gurat ion/ConversionServer) ™
cInnovatorServer url="R{ADT_TNROVATOR_URL Jf Server/Innovatorserver.aspx™ wdt:Transform="Replace” /»
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Element InnovatorServer:

"${ADT_INNOVATOR_URL}/Server/InnovatorServer.aspx" consider using the simpler ${ADT_DATABASE_INNOVATORSER

Important

It is important to utilize these parameters, as the location of various servers in the cloud cannot be hardcoded or
predetermined.

3. For Section Group, add missing Converter elements to the Converters element.

CLaAvErTarad

<Comeerter names"cof_ExcelPeblishinplonverter™ types“trss .o ceverter, Aras,Oof Peblisking® /3
cComnarter nam="cnf_XpiPristinglomsrter” Type="Aras.Omf.f cAras.Cuf . Publishisg™ /»
LComrerter nemes"Aras CAD to POF Comerter™ Dypes Aras.Cony " k. Lo . sMoopalonverter, Arasis

F names"Arai ML te S0% Comr
v names"tp
="
N

cCpmeerter name
L {enverlEr:

= "AF a4 [ONVET S LONF F anework . COIver DR  HODE  Hoopad oaverterire,
="aras . Publishing, amlrublishingomerter, Ares,TOF,F
Type="Aras.Publishing. Pdfublishing er, &ras. TOF Publis
r" type="aras.Publishing wtmlPublishinglosverter, Aras.TOE,Publ e
ras.POF satermarking, PéfratersarkComverter, Aras FOF watersarking™ /o

4. Add converters if missing for the ConverterSettings element. Notice that these elements have
child elements.

) _ it i HEy v i |1 b Ty I i
wt_vul_auwembiptres “BFLLspat B 5 Jenamedmml’ - —cutput_bogfile ‘EF1epathiRFLLereme®, log " 1
ree”
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Appendix VI: Vault Replication

This section illustrates the process of enabling vault replication for the Aras Innovator instance.
Enabling the vault replication for the Aras Innovator instance requires two following steps:

1. Creating a transformation file.
2. Running the pipelines.

Create Transformation File

The following steps outline the process of creating a transformation file:

1. Create a transformation configuration file in the /TransformationsOfConfigFiles/AgentService/
folder of the Work.git Repository and name it replication.config.

2. Add the following content to the file:
<replication xmins:xdt= http://schemas.microsoft.com/XML-Document-Transform
status="enabled" xdt: Transform="SetAttributes(status)"></replication>

3. Commit the changes.

Run Pipelines
The following Pipelines can process the Aras Innovator deployments with Vault Replication:

e continuous-integration
¢ deploy-innovator
¢ delete-innovator

The following steps outline the process of configuring a Pipeline to enable Vault Replication:

1. To configure the Pipeline to deploy Aras Innovator with Vault Replication, set the cluster_index
Pipeline Variable to 00.

2. To configure the Pipeline to deploy Aras Innovator without vault replication, set the
cluster_index Pipeline Variable to 01.

A value of 00 indicates that the Pipeline deploys the necessary components needed to enable Vault
Replication on all clusters.
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A value of 01 indicates that the Pipeline deploys only the primary Aras Innovator instance without
Vault Replication.

Refer to the Aras Innovator — Configuring Vault Replication document for the steps on configuring the
replication rules.
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Appendix VII: Configure CORS Settings in SDE with Aras.DevOpsFramework.SaaS3
package

Cross-Origin Resource Sharing (CORS) allows web applications hosted on different domains to
connect safely to instances deployed through SDE with the Aras.DevOpsFramework.SaaS3
package. This is useful when third-party web apps need to reach APIs or other resources.

To set up CORS, the user must follow these steps:

1. Open the correct default variable group for the environment (ClI, SIT, UAT, STG, or PROD), or a
custom group if needed:

CustomConfigValues-CI

CustomConfigValues-SIT

CustomConfigValues-UAT

CustomConfigValues-STG

o CustomConfigValues-PROD

2. Add the CORS settings to the variable named corsAllowOrigins in the variable group used for
“Environment Specific Configuration”. (See the “Environment Specific Configuration” chapter for
more details.)

[e]

[e]

[e]

(o]

Properties
Varable group name

CustomConfigValues-UAT

Description
[ Link secrets from an Azure key vault as vaniables (O
Vanables
Name | Vol
comABowOrioing O] hitps//supplier example com https://partner example.com )

The value must be a text string that lists domains separated by commas. Each entry should
follow this format:
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protocol://domain| :port]

For example:
“ https://example.one.com , https://example.two.com ”.

Important

* symbol is not allowed in values.

Important
If this setting is not needed, the user should remove the corsAllowOrigins variable from

the corresponding variable group.

3. Run the CI and Deploy pipelines when needed.
If the user needs to update the corsAllowOrigins value, the user should change the setting and
run the Deploy pipeline using the Update strategy.

Important

Do not configure CORS using transformations in case of SDE with Aras.DevOpsFramework.SaaS3 package.
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Appendix VIII: Continuous Integration Pipeline Configuration

By default, Continuous Integration pipeline is configured to execute the following logical steps:

1. Build artifacts with customizations

2. Deploy Aras Innovator with customizations.
3. Run integration tests

4. Delete Aras Innovator.

You can view and run these steps by opening the CI pipeline, clicking the Run Pipeline button, and
expanding the Stages section. The default pipeline consists of the following stages:

o« CommitStage — Builds artifacts with customizations.
¢ DeployAndTests — Deploys Aras Innovator, runs integration tests, and deletes the instance
afterward.

« Stages to run X

ges you want to skip for this run
Run all stages

CommitStage

DeployAndTests

Automatic Triggering
Cl pipelines are automatically triggered when there are changes to the following branches:
development, sit, uat, or prod, or when a Pull Request (PR) is targeted to any of them.

Important

Cl pipelines will not trigger automatically for custom branches unless explicitly configured.
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Use Case 1: Customize Build Validation Rules for Custom Branches

You may want to change the Cl behavior for custom branches—for example, to trigger Cl on PR
creation or disable automatic CI runs.

+ Disable Automatic CI Pipeline (Optional for Release 1.10+)

Important

If you don't have the necessary permissions, please create a ticket in the support portal so that the support team can assist
you.

To prevent the CI pipeline from running automatically:

1. Go to Project Settings — Pipelines — Settings
2. In the Triggers section, enable Disable implied YAML CI trigger

Eucgea® fartbingn
S T Y Trigger

[ — W Dsbin tusiceng el Imgusm PO Foried SpoIAY e

ey (e pdl Yy Froem Rorkind e Dori

SO R [ =] Clnapbda vl TRRIL C1 friggan

Microsoft Docs: Prevent Unintended Pipeline Runs

Cl pipelines for development, sit, uat, and prod will still trigger automatically, but for custom branches
it will not.

+ Enable CI Pipeline for Custom Branches on Pull Requests

Important

If you don't have the necessary permissions, please create a ticket in the support portal so that the support team can assist
you.

To configure CI for a specific custom branch:
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1. Go to Project Settings — Repositories — Your repository
2. Select the branch (e.g., FeatureDevelopment)

3. Go to the Policies tab

4. Under Build Validation, add or edit the validation rules

et bolwamy ooty bpoeeme ped chske
L « VWork +
.....
- Bude] Vs

i e Ll
A Bl e e i
T p— - - i mbrers ey ek el gy
Repae e,
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Arifsty D B
g Tr— s b emteristin o i e

Tt

Microsoft Docs: Build Validation

Use Case 2: Develop in Custom Branch Without CI Pull Request Validation
If you're developing in a custom branch and want to bypass ClI validation during PRs, you can
disable CI on PRs but still run it manually afterward.

o Disabling CI Pipeline automatic run for Pull Requests to custom branch
1. Create a custom branch (e.g., FeatureDevelopments)
2. Configure policies:

Important

If you don't have the necessary permissions to perform this step, please create a ticket in the support portal so that the support
team can assist you.

+ Go to Project Settings — Repositories — Your repository — Your branch
¢ Under Policies, find Build Validation
¢ Either remove or disable the CI validation rule
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This setup allows PRs to be merged without CI validation.

Pull request without Cl validation
’. i g it el s o rebie i gunee b Gt LA i

Ovmrview  Files  Updsfen  Comenii  Conflits

) Mo meie esmen

Description rF

¢ Run CI Pipeline with one stage manually after merge
1. Open the CI pipeline
2. Click Run Pipeline
3. Select your branch (e.g., FeatureDevelopments)
4. Click Stages to run, select only CommitStage
5. Click Use selected stages and Run pipeline

Stages to run

Deselect stages you want to skip for this run
Fun all stages

CommitStage
Mo dependencies

DeployAndTests

Depends on: CommitStage

/  Ensure that skipped stages do not produce any artifacts
required by later stages.

Cancel Use selected stages
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As soon as the pipeline passes it will be possible to deploy a new instance based on this CI pipeline
run

+ Deploy using CI Artifacts with one stage
1. Open the Deploy Innovator pipeline
2. Click Run Pipeline
3. Select the same branch (e.g., FeatureDevelopments)
4. Click Resources — Select the ClI pipeline run from the previous step

« Continuousintegration_ArasENG X

select the pipeline run to use

- »

‘ Q) Search pipeline runs ‘

Pipeline run Completed
#20250505.3 -
° : - , i 3h ago
2 Custom-30475-7c0dcha5-5... ¥ d2ccBclc
D o #20250505.2 >h ago
& r-30477-3b5bfb81-5aa53 ¢ 7833718d B

Cancel Use selected run

5. Click Use selected stages, then Run pipeline
This allows rapid deployment based on the most recent merged changes.

Use Case 3: Fast Integration Without Repeating CI Validation
Each developer works in their own fork/branch and wants to integrate all branches with the

development branch. You want to avoid running CI pipeline per each PR that can lead to multiple CI
pipeline validation.
Steps:

1. Create custom branch for integration (e.g. IntegrationBranch)
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2. Disable Build Validation rules for custom branch (see Use Case 2)
3. Target all Pull Requests to IntegrationBranch

4. Merge PRs without CI validation

5. Create a PR from IntegrationBranch to developmentbranch

6. Fix any issues until the CI pipeline passes ("green") before merging

Use Case 4: Validate Deployability Before Merging a PR to custom branch (Without Waiting
for Integration Tests)

If your PR doesn’t change any code covered by integration tests, you may want to validate
deployability before merging it, skipping unnecessary test time.

Steps:
+ Open Project settings -> Repositories -> Your work repository (e.g. “Work”) -> Required branch

(e.g. “FeatureDevelopments”) -> Policies

Important

If you don't have the necessary permissions to perform this step, please create a ticket in the support portal so that the support
team can assist you.

- Wiork

* Make sure that Continuous Integration pipeline is configured as optional for custom branch in
“Build Validation” section.

Important

If you don't have the necessary permissions to perform this step, please create a ticket in the support portal so that the support
team can assist you.
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I 1 F 9
Edit build policy X
v
Enabled |
@D o~
Build pipeline *
ContinuousintegrationAicd w

Path filter (optional)

Trigger

() Automatic (whenever the source branch is updated)
® Manual

Palicy requirement

1 () Required

CEEQ o Order 1O Compiete pull reguests

(® Optional

eung fa & Wikl NOT DICCK CoOmMPEDnDn of pull rneguests
Build expiration

() Immediately when ¥ FeatureDevelopment is updated

@ After| 12 hours if ?FeatureDEvelnpment has been

updated
I () Never

Display name

... [

o Create optional “Build Validation” policy for Deploy Innovator and Delete Innovator pipelines
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Important

If you don't have the necessary permissions to perform this step, please create a ticket in the support portal so that the support
team can assist you.

« Build Vahdsten &

Cominucuinleg stiondad
Lot nlnilegi stsdoha d

Dmistmirrsreaton ki

? 99

Tl yirenoevaton b o

» Create Pull Request
¢ Click on "View 3 checks" link

Pull request wathout Cl vahdation

. ) SIS
Overvdew  Fildd  Updubés  {ommih Confics
Moy Peuieed (RS
- I
n B e

¢ Click on "Queue" button for the CI pipeline
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] I F___ 9

Checks X

The displayed list of checks may be truncated for optima

performance. For a smoother experience, please maintain a

reasonable number of policies (fewer than 100).

Optional

! ContinuousintegrationAicd

- Queue
Build not run :I;hj
DeletelnnovatorAicd
P . Queue
oung not rnun
DeploylnnovatorAicd

T T T —

 Ifitis not necessary to run integration tests, then open triggered ClI pipeline, cancel the
triggered pipeline and click Run New button

* In the opened window make sure that pipeline will be triggered on Pull Request branch and
configure other parameters of Cl pipeline following the steps from Use Case 2

Branch/tag

& refs/pull/516/merge o

Select the branch, commit, or tag

e Run pipeline

+ When CI pipeline is finished, repeat steps 6 for Deploy Innovator pipeline, cancel the triggered
pipeline and click Run New button

* In the opened window make sure that pipeline will be triggered on Pull Request branch

Branch/tag
& refs/pull/516/merge o
Select the branch, commit, or tag
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Click on Resources and select Continuous Integration pipeline from step 6 as a source
Configure other parameters as necessary

Run pipeline

After Deploy Innovator pipeline is finished, it is possible to do required validation.
Repeat steps 10-14 for Delete Innovator pipeline to clean up.
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Platform Support Matrix

For the software required for the Aras DevOps Release 1.12:

Component Release

Aras Innovator MSI Deployment Release 17
Release 20
Release 21
Release 23
Release 24
Release 25
Release 26
Release 27
Release 28
Release 29
Release 30
Release 31
Release 32
Release 33
Release 34
Release 35
Release 36
Release 37
Aras Innovator AICD Deployment Release 27
Release 28
Release 29
Release 30
Release 31
Release 32
Release 33
Release 34
Release 35
Release 36
Release 37

This contains release information about the current Build Number:

Release Build Number
Build and Deployment Services 1.12 1.12.0.40112
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Key Enhancements, Fixed Issues, and Known Issues

Key Enhancements in Aras DevOps Release 1.12

<b>Enabling SHA-256 mode in SaaS by default for new customer standard development environment
(SDE)</b>

Password encryption for SaaS services now uses SHA-256 by default instead of MD5 for new
customer SDEs. This update strengthens security, aligns with modern regulatory requirements, and
provides enhanced protection for all new SaaS customers.

Existing customers who want to switch from MD5 to SHA-256 can contact Aras for assistance.

<b>Configuring CORS Settings in Deployments from SDE with Aras.DevOpsFramework.SaaS3 Aras
DevOps package</b>

Instances deployed from a Standard Development Environment (SDE) that uses the
Aras.DevOpsFramework.SaaS3 Aras DevOps package now support configuring CORS (Cross-Origin
Resource Sharing). This enhancement enables secure integration with third-party web applications
by allowing you to define which trusted domains can send requests to Aras Innovator.

In SDE with this package, you configure CORS through an environment-specific variable instead of
adding the settings to transformations. Define the variable corsAllowOrigins in the appropriate
variable group in Library for the target environment. After you deploy the updated configuration, Aras
Innovator accepts requests from the specified third-party services.

©2026 Aras Corporation All Copyrights Reserved % 234



Aras DevOps
Release 1.12

Fixed Issues in Aras DevOps Release 1.12

Issue # Description
IH-1410 | Password encryption now defaults to SHA-256 for new SaaS customers instead of MD5.
IH-6539 | Instances deployed from SDE with Aras.DevOpsFramework.SaaS3 Aras DevOps package can now
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Known Issues in Aras DevOps Release 1.12
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BuildAndDeploy.ps1 fails on the
install step of Visual Studio 2022
Build Tools when there is a pre-
existing installation of Visual Studio
Build Tools.

A

Issue # | Description Workaround
I- When a user executes The Get- The commandlet was originally
050998 | ArasDevopsPackagesList of the created due to nuget.exe failure to
Powershell module, only the latest display upstream package versions
versions are displayed for IOM and when listing.
InnovatorConfigs. Standard Find-Package is capable of
It should display this package's latest | properly listing packages and this
version of the current Innovator commandlet is not needed anymore.
version. Get-ArasDevopsPackagesList
command is therefore obsolete and
will be deprecated.
I- In the Local Development 1. Uninstall Visual Studio Installer
058395 | Environment, the

and all build tools with their
dependencies.

> choco uninstall
visualstudio2019-workload-
webbuildtools

> choco uninstall
visualstudio2019-workload-
databuildtools

> choco uninstall
visualstudio2019buildtools
> choco uninstall
visualstudio2022buildtools
> choco uninstall visualstudio-
installer

2. Reset Powershell session.

3. Run the script again and let the
tool install everything it needs:
Import-Module Aras.DevOps
Install-
BuildMachinePrerequisites -
InnovatorVersion <version>

4. In case the problem is not
resolved by following the steps
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above, or the choco packages
are not installed in the first
place, download visual studio
installer (if not already
installed) and perform the
following steps:

1. Open Visual Studio
Installer, for both 2022
and 2019 versions, export
the configuration
separately to dedicated
files. The export option is
under the More button.
These files will be
modified and re-imported.

2. Open a Powershell
terminal and run>
explorer (join-Path (Get-
Module
Aras.DevOps).Path
"\..\nesources")

3. For reference, open
vsbuildtools2019.vsconfig
file in your text editor.
DO NOT Modify the file.
Edit the 2019
configuration exported in
step 4 a, to remove all
components listed in the
vsconfig file.

4. Import 2019
configuration back into
the Visual Studio
Installer, by clicking on
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"More" and selecting
"Import configuration."

5. Perform steps 3 & 4 for
the 2022 version of visual
studio, using
vsbuildtools2022.vsconfig
file.

Important

If only one of the two versions
above exists, perform the steps
only for that version.
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directly from SQL Server that the
password validation failed. The error
message may look like:
"System.Data.SqlClient.SqlException:

A

I- In the Local Development In the SQL Server on the local
058883 | Environment, machine,
ContinuouslIntegration.ps1 fails if enable the contained database
using Aras Innovator Container authentication option.
Deployment in Aras Enterprise and The option can be enabled by two
displays the following error: <The ways:
sp_configure value "contained
database authentication" must be set 1. Follow steps in:
to 1 in order to restore a contained https://learn.microsoft.com/en-
database. You may need to us/sal/database-
"RECONFIGURE" to set the q _
value_in_use. RESTORE engine/configure-
DATABASE is terminating windows/contained-database-
abnormally> authentication-server-
configuration-option?view=sql-
server-ver16
2. Configure the option using SQL
Server Management Studio
properties
I- When deploying on a local machine, Deployment of Aras Innovator on a
059096 | users may see an error message user's machine relies on local SQL

Server that defines policies for SQL
user passwords.

Aras uses 2 SQL users named
"innovator" and "innovator_regular".
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Password validation failed. The Passwords used during deployment
password does not meet the operating | are defined in
system policy requirements because Machine.Settings.include
it’s too short" Make sure that both users can log into
SQL Server using defined password
before launching new deployment.
I- When an existing project moves to a A customer repository should not
059899 | container-based deployment, it is contain any configuration files.
possible that the initial repository The modifications to configuration
contains some modified configuration | files that might be required in the
files. In this case, the deployment will | context of a project needs be described
not be successful. using Config Transformations feature
available with the service.
I- Chocolatey Version Update Manually downgrade the version of
072044 | In Aras DevOps 1.10, an updated Chocolatey.
version of Chocolatey is now used to
meet enhanced security requirements.
Since two versions of Chocolatey
cannot run simultaneously on the
same machine, users must manually
downgrade Chocolatey if they need to
work on projects that reference an
older version of Aras DevOps.
I- The Generate Baseline pipeline may Retry the Generate Baseline pipeline
073506 | intermittently fail when used with execution.
unpatched Aras Innovator versions
lower than Release 32.
IH- The Selenium Tests pipeline fails for
7730 new SaaS customers using SHA256
passwords.
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