AML Analysis

Prior to Aras Innovator 11.0 SP9, Aras Innovator supported the use of any SQL to qualify the data that needed to be retrieved, in the
form of the Where attribute on

tags, and the condition attribute’s In and Between on Properties. As SQL operates below the
permissions model, as opposed to the restrictions already in place on AML, Aras has introduced an
Item Analysis functionality to ensure that all queries respect the permissions model and prevent SQL
injections.

To this effect, when an AML sent from a client contains where/in/between attributes, Aras Innovator
will validate values of these attributes and generate an Item Analysis Error if the validation failed. The
error generated depends on the User’s Identity List. A non-administrator, upon executing an invalid
AML query, will see an error that recommends they contact their Administrator. For example: some
text

User query:
Response:

When a User who is a Member of the Administrator Identity runs the same query, they will see a
breakdown of the error, and what specific section of the code is incorrect. For example:

Administrator query:
Response:

Note that the validation mechanism will still allow conditions on properties of the requested ItemType
including cases when the condition contains standard SQL qualifiers. For example, using an attribute
such as will execute the same as before.

Aras Support recommends, if you encounter an Item Analysis Error, that the AML query be adjusted
to conform to the new rules.
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